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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXHOCTHU
Mepen ncnonb3oBaHMEM YCTPOMCTBA HEOOXOAMMO MOMHUTbL HUXKecneayluee.
HaHHbIN NPoAyKT yaoBneTBopsieT Bcem TpeboBaHuAM 6e30nacHOCTH, OOHAKO, Kak 1 nobon
anekTponpubop, B criyyae HenpaBWbHOrO UCMOMb30BaHUA MOXET Bbi3BaTb MoXap, 4To, B CBOIO
oyepenb, MOXeT MoBredb 3a cobon cepbesHble nocneactTeusi. Bo u3bexxaHune Hec4aCTHbIX

cnyyaeB 06513aTeNlbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHMUE!
Vicnonb3ynte TOMbKO COBMECTMMblE YCTPOWCTBA. OJKCnnyaTauus YCTPOWCTB, He OA0BpeHHbIX

npomunssoguTtenem, Hegonyctuma.

Cob6nioganTe MHCTPYKLUIO NO 3kcnnyaTauymu!
N3berante AnNuTEnbHOrO MCMNOMb30BaHMA WKW XpPaHEHUS Kamepbl B HeBMnaronpusiTHbIX
YCINOBUSIX:

e [lpn CrMLWKOM BbICOKMX UNN HU3KMX TemnepaTypax (paboyas Temnepartypa yCTPOWCTB
ot -10 go +50 °C).

e WM3beranTte nonagaHnsi NPAMbIX COMTHEYHbIX JyYen B TeYEHUEe ANUTENbHOro BpeMeHu, a
TaKke HaxoXxaeHuns Nobnn3ocTn oTonUTENbHLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXXHOCTW.

e W3berante 6nM30CTM C yCTpoMCTBamMu, obnagarowmmm G6onblLUMM 3NEKTPOMArHUTHLIM
A eKTOM.

e Heponyctuma yctaHOBKa Kamepbl B MECTaX C CUNbHOW B1bpaumen.

BHUMAHMUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «besapay.

B cny4yae HeKOppeKTHOM paboTbl Kamepbl:
e [lpn oBHapyxeHun gbima nnu Heobbl4HOro 3anaxa.
e [lpy nonagaHun Bogbl UM NOCTOPOHHNX OO BEKTOB BHYTPb.

° I'Ipvl nageHnn Kamepbl U1 noBpeXXaeHmn Kopnyca:

BbinonHuTe cnepyrowmne AeMcTBUN:
e  OTKNIOYMTE KamMepy OT UCTOYHUKA NUTAHMSA U OTCOEANHUTE BCE OCTarnbHble NpoBoAa.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.
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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOMOXUTE KaMepy B YNakoBKY NPOM3BOAUTENS UNK NGO Apyron

maTtepuvan COOTBETCTBYIOLLEro KayecTBa M yaapornpoYHOCTH.

BeHTnauua
Bo n3bexaHune neperpeBa HM B KOEM Cryvae He BroKMpynTe LUPKYNAUMIO BO3dyxa BOKpPYr

Kamepbil!

Yucrtka

Mcnonb3ynte MSArKYyI0 Cyxyld TKaHb [Ans NPOTUpPaHUs BHELLHMX MNoBepxHocTen. [Ons
TPYAHOBbLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KONMMYEeCTBO YMCTSALLEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyymMe pacTBOpuTENM, TakMe Kak CNUpTocopepxaluMe cpeacTtsa unm

GeH3MH, Tak kKak OHW MOTyT NMOBPEeAUTbL KOPMyC Kamepbl.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR



Be\’vARD Inasa 2. Obwue ceedenus

MnmaBa 2. O6wue cBegeHus

BEWARD B12CR - 310 KOMMakTHas IP-BMgeokamepa CO BCTPOEHHbLIM AWHAMUKOM,
aKTUBHbIM MUKPOOHOM U BbicokovyBCcTBUTENBHBIM KMOTI-ceHcopoM ¢ paspelueHnem 720p wu
nporpeccmBHbiM  ckaHupoBaHneM. Kamepa ocHaweHa WK-nogcesetkon, PIR-ceHcopoM #
anekTpomexaHndyeckum  UK-cpunetpom. Takue TexHonoruwn, Kak pexum  «deHb/Houby,
pacLUMPEHHbIN AMHAMUYECKUA AnanasoH ¢ uudposon obpaboTtkon curHana (DWDR), cuctema
wymonoaasneHus (2D/3DNR) BbirogHo oTnnyaroT AaHHY0 KaMepy, NO3BOMsS el COOTBETCTBOBaTb

BbICOKMM Tpe6OBaHVI$IM, npenobaBndemMblM K COBPpEMEHHbIM CUCTEMaM BUAeoHabnoaeHus.

-2

BE€\WARD
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fa]

Puc. 2.1

IP-kamepa BEWARD B12CR no3BonsieT npocMmaTpuBaTb BMAEO B peasisHOM BpPEMEHMU
Yyepes cTaHaapTHbIM NHTepHeT-6pay3aep.

Kamepa cnocobHa BbigaBaTb BMOEONOTOK B dpopmaTtax cxatua H.264/MIPEG. dopmar
H.264 wgeanbHO nNOAXOAMT ANS YCNOBWUA OrPaHUYEHHOW MOMockbl nponyckaHusa. [lpyn ero
NCNONb30BaHMM AOCTUraeTCa HaUMEHbLUNA TpaduK 1 Xxopollee KayecTBO nsobpaxeHus. dopmat
MJPEG npegHasHayeH ang 3anucu n npocmoTpa BUOeOM300paXeHnsa B HaunyylemM Kkavyectse, HO
TpebyeT BonbLINX CETEBLIX PECYPCOB U MECTa Ha XXeCTKOM Ancke (npu 3anucu).

Moppepxka kapT namsatn Tuna MicroSD no3sonseT caenatb cUCTeMy BuaeoHabnwogeHus
ewe 6onee HagexHoW: BakHasd MHGOPMaUnUa He NponageT Npu noTepe COeanHEHUs, B MOMHOM
obbeme oHa MoxeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MOxHo 6yget
BOCMNPON3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U YAANEHHO Nocne yCTPaHEeHUs1 TEXHUYECKNX

npobriem ceTu.
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BekvARD Inasa 2. Obwue ceedenus

2.1. OcobeHHocTH IP-Bngeokamepbl BEWARD B12CR

e BhicokokavecTtBeHHbIn KMOIT-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

e [lo 25 kagpoB B cekyHOy npu paspeLueHun 1280x720

o [lopgepxka kapT namatn Tuna MicroSD/SDHC

e [IpodeccuoHanbHoe NnporpammMHoe obecrnevyeHne B KOMMNIeKTe

o [lopgoepxka OOHOBPEMEHHOrO KOAMPOBAHWA ABYX MNOTOKOB B opmaTtax H.264 wn
MJIPEG

o 3nektpomexaHudecknin VK-comnbtp n pexnm «eHs/Houb»

o BcrpoeHHas VIK-noaceeTka oo 8 m

e BcTpoeHHbi PIR gaTyuk.

e PaclmpeHHbIn AuHaMUYeCKnin AnanasoH ¢ umudposon obpaboTtkon curHana (DWDR)

e Lindposas cucrtema wymonogasneHuns (2DNR, 3DNR)

o BcCTpoeHHbIN AMHAMUK U aKTUBHbIN MUKPOGIOH ¢ APY: oo 10 m

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHnsa n HaCTPONKN

o [logaepxka npotokona HTTPS

e BO3MOXHOCTb NPOCMOTpPaA 3anucaHHbIX hannoB ¢ MOMOLLLK BCTPOEHHOrO Nneepa

o BcCTpoeHHbIN OeTekTop ABUKEHMUS

e Bbibop noToka (oCHOBHOW/anbTepHaTUBHbLIN) Npu 3anucu Buaeo Ha FTP

e Bbibop paspelueHusa kagpos ansa 3anvcu Ha FTP, kapTy namatn n no E-mail

o Co3gaHve o4yepenm npu yctaHOBMEHHOW nepegade dannos Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeAOCTyMNHa

o [loppepxka ONVIF

2.2. OCHOBHbI€ XapaKTepPUCTUKN

e (CaeTouyBCTBUTESNbHBIN anemeHT: OmniVision, 1/4" KMOI, JeHb/Houb, OmniPixel3-HS,
lMporpeccmBHOE CKaHMpOBaHME

o Ob6bekTMB: CMeHHbIn M12 (Ha BbIGOP)

e YysctBUTENBHOCTL: 0.1 K (AeHb) / 0.05 nK (HoYb)

o CkopocTb paboThl 3aTBOpa: oT 1/25 ¢ go 1/8000 ¢

e Paspewenne: 1280x720 — ocHoBHOM noTokK; 960x540, 480x268, 320x176 -—
anbTepHaTUBHbIN MOTOK

o OpHoBpeMeHHoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CkopocTb kagapoB: A0 25 kagpoB B CeKyHAOy Ans BCeX paspeLLeHnin

e BCTpPOEHHbI MHOTO30HHbIN OEeTEKTOP OBWXEHUS C PEryriMpoBKON YyBCTBUTENBHOCTU

o [lo 10 ogHOBpPEMEHHbIX NOLKITHOYEHUN

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR n



Be\'vARD Inasa 2. Obwue ceedenus

OTtnpaBka kagpoB C BbIOOPOM paspeLleHns no 3rekTpoHHOW nouTe, Ha FTP-cepeep un
KapTy naMsaTu no pacnvMcaHuio Nepuoavyeckn u npu BO3HUKHOBEHUM TPEBOXHOIO
cobbITHS.

OTnpaBka BMAeoO € BbIGOPOM MOTOKa (OCHOBHOW/anbTepHaTuBHbIN) Ha FTP-cepBep u
KapTy namMaTn N0 pacnucaHuio 1 nNpu BO3HMKHOBEHUN TPEBOXXHOIO COObITUS.

MutaHne: DC 12 B

Pabouas temnepatypa: ot -10 go +50 °C

Mopoepxmaemble npotokonbl: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, PPPoE (PAP, CHAP), IEEE
802.11b/g/n, UPnP

Mopaepxka oTpacnesoro ctaHgapta ONVIF 2.01

2.3. KomnnekT nocTtaBKu

IP-BMaeoKkamepa C yCTaHOBMNEHHbIM OO BEKTVBOM

Bnok nutanusa 12 B (DC)

Kabenb naTty-kopg (1 m)

KpoHLTenH

CD-aunck ¢ nporpaMMHbIM o6ecrneyeHnemM 1 AOKyMeHTaumen

YnakoBo4yHas Tapa

BHUMAHUE!

BEWARD ocTtaBnsieT 3a cobon npaBo Ha MU3MEHEHNEe KOMMeKTaumMm obopyaoBaHUA 1 ero fobbix

XapaKTepUucTunk oe3 npeagBapuTesibHOro ysegomrieHus.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR



B@\,UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEd

FnaBa 3. Paamepbl U OCHOBHbLIE 3fIeMEHTbI YCTPOUCTBA

3.1. Paamepsbl IP-kamepbl B12CR

[T 1T

96

66 46

Puc. 3.1

Pa3amepbl ykazaHbl B MUnnuMeTpax.

3.2. OCHOBHbIe 3N1eMeHTbl

BHewHWn B kamepsbl npeacTtaBneH Ha PucyHke 3.2.
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Ha nuueBon cTopoHe Kamepbl PacnonoXeHbl CrieaytoLme ANemMeHTbl:

1- O6beKkTMB: 00bEKTUB C KpenneHnem M12,

NMPUMEYAHME!
M3HavanbHO 06bEKTUB kKaMepbl CHOKYCMPOBaH 1 He TpebyeT JONONHUTENBHON HACTPOWKM.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR m



Be\«UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEd

2 - BCTpOeHHbIN MUKPOMOH: aKTUBHbIN MWUKPOOH C noaaepxkon APY nossonser

nonb3oBaTero chnblwartb TO, YTO MPOUCXOANUT B MECTE YCTaHOBKM Kamepbl.

3 - BCTpOEHHbIN AMHAMUK: aKTMBHbIN AMHAMWUK C BO3MOXHOCTbIO nepegayvn 3Byka w3
nun4yHoro kabuHeTa cepsuca Beward.

4 - PIR ceHcop: no3sonsetr OOGHapyxuBaTb [ABWXEHWE B KOHTPONMPYEMOW 30HEe
He3aBMCMMO OT YPOBHS OCBELLEHUS, TaK Kak pearnpyeT Ha nHdpakpacHoe (TEnnoBoe) U3rnyyeHue.

5 - OaTumMk cBeTa: JaTyuK, YNpasrsoWNA aBTOMaTUYECKUM BKIMNIOYEHNEM\BbLIKNIOYEHNEM
cBeTa B 3aBMCMMOCTU OT OCBELLEHHOCTN OKpYXatoLLero NpocTpaHCTBa.

6 - Csetoguon WMK-noacBeTku: CnyxuT Ans MNOACBETKU 30Hbl HabnwoaeHws npu
HeJOoCTaTOYHOW OCBelleHHOCTU. B TeMHoe Bpemsi CyTOK Kamepa nepexoauTt B pexuMm «Houb»
(4epHo-6enoe wu3obpaxeHne) w aktuBupyeT MK-noacBeTKy, KoTopasi MO3BONSAET BeCTU
BuAaeoHabniogeHne paxe B nonHou TemHoTe. WK-noacseTka aBnsieTcs  anbTepHaTUBOM
CTaHOapTHOMY OCBELLIEHUIO, HO, MPU 3TOM, OHa Maso 3amMmeTHa OKPY>KaroLLMM.

7 - WMHauMkKaTop COCTOSIHUA: 3aropaeTcsl Mnocne MOoAKMYeHUs Kamepbl K WUCTOYHUKY
NUTaHUA U MEHSIEeT CBOW LBET B 3aBUCUMOCTU OT COCTOAHUA NOAKIIOYEHUS K cepBucy Beward.

MHankaTop COCTOAAHMSA FOPUT KpacHbIM: K |IP-kamepe MNOAKMIOYEeHO nuTaHue, uaeT
3arpyska cucTeMbl 1 nogknoyeHne K cepsmcam Beward.

MHaukaTop COCTOSIHMA TFOpPUT CUHUM: 3arpy3ka |P-kamepbl 3aBeplueHa, kamepa
noaknioYeHa k cepsucam Beward n rotosa k pabore.

MHaukKaTop COCTOAAHUA He ropuT: K IP-kamepe He NOAKITYEHO NUTaHKe.

8 - MHamnkaTop NpPOBOAHOrO MOAKMIOYEHUA: MHOMKATOP MOAKIIOYEHUsS 3aropaeTcs npu

NOAKIIOYEHNM KaMepbl K NTOKarbHOW CETU M NOKa3biBaeT TEKYLLY0 CeTEBYHO aKTUBHOCTb.
MHpnkatop npoBOAHOro MOAKMIOYEHUA MUraet CUHUMM LUBeToM: |P-kamepa
NOAKMYEHa K CETU C NOMOLLIbIO MPOBOAHOMO COEANHEHMS.

MHaukaTop NnpoBOAHOro NOAKMNOYEHUNA He ropuT (He muraeT): IP-kamepa oTkrnodeHa
OT NPOBOOHOM CETM.

9 - CnoT KapTbl namsiTU pacnonoxeH cboky. OH npegHasHavyeH ONA YCTaHOBKW KapT
namatn copmata MicroSD/SDHC. Wcnonb3ynte kapTy namsatu Ans  3anucu  Buaeo- U
ayauodaHHbIX Npy BO3HUKHOBEHUWN TPEBOXHOIO COBLITUSA, B PEXMME NOCTOSHHOM 3anncn, a Takke
AN aBTOMaTUYeCKON pe3epBHOW 3anvcy Npy OTCYTCTBUU COEANHEHUS C CETbIO.

Ha 3agHen cTopoHe Kamepbl PacrnoroXeHbl CrieayoLme afeMeHTbI:

10 - Copoc HacTpoek [Reset]: gaHHas KHOMKa NpeaHasHadveHa Anga cbpoca BCex HacTpoek
Kamepbl B 3aBoAcCKue ycTtaHoBKW. [Ina cBpoca HacTpoek HeobxoOuMO B TeYeHue OeCATU CeKyHn
HaxaTb KHOMKy cbpoca Tpu pasa C NPOMeXyTKkamu B O4HY 1 Bonee cekyHabl Mexay HaxaTusMmu.

11 - CTukep: cooepXxut nHPOpMaLmIo O NPOAYKTE:

SN: cepuitHbIn Homep IP-kamepebl;
MAC: MAC-agpec IP-kamepsbl B ceT LAN (npu NpoBOAHOM MOAKITHOYEHUM Kamepbl).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR n



Be\,VARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEd

BHUMAHUE!

WHdopmauma o MAC-agpece wunu CepunHOM Homepe MoXeT ObiTb MonesHa npuv  MNonyyvyeHun
KOHCynbTauuMm y crneuuanucta TEeXHWYECcKOM MNOoAAepXK/M (Mo TenedOoHy WNn 3MEKTPOHHOM noYTe).

Moatomy nepepn obpaleHmemM B cnyxby nogaepKku NOAroTOBbTE 3TV CBEAEHUS 3apaHee.

12 - CeTteBoM pasbem [Ethernet]: pasbem onsa NOAKMOYEHMS KaMepbl K ceTu MIHTepHerT,
poyTepy Unmn KOMMyTaTopy, NPy NOMOLLN CTaHgapTHoro wrekepa RJ-45.

13 - Pasbem nutaHusa [DC 12V]: npeaHasHavyeH ansa nogkntoveHusa 6noka nutadmsa 12 B.

MonapHOCTL NOAKMNIOYEHNS: O—C‘ @

BHUMAHUE!

Ona koppekTHOM paboTbl Kamepbl MCMOMb3yMTe TOMbKO WCTOYHUKW, pekoMmeHaoBaHHble OO0 «HIMM
«beBapg»!

14 - Pasbem [USB]: gaHHbIi pa3beM npegHasHayveH And nogknoveHust BHewHero 4G-
mMogemMa  (CNMCOK  nogAepXmBaemblx — Mogenem  MooeMOB  pasMelleH Ha  cante
http://www.beward.ru/ B kapTouke ToBapa (pasgen «dannbi»)).

NMPUMEYAHMUE!

MoakntoyeHne BHelwwHero 4G-mogema K Kamepe gonyckaeTCA TOJIbKO NOocrie OTKIMIYeHUA NTaHu4.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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naBa 4. YctaHOoBKa 1 nogkniroyeHue |P-kamepbl

4.1. O6wue cBegeHUA o nogknoveHun IP-kamepbl B12CR k cetn

IP-kamepa B12CR MOXeT noakmno4vatbCsl K NoKanbHOW ceTn nubo cetu MHTepHeT npu
nomowm npoeogHoro coeguHeHus (Ethernet) mnn ¢ nomowpto cneumansHoro 4G-mogema.
[MpoBogHOE MNOAKMYEHWE MOXET OCYLeCTBAATLCA Kak Hanpsmyko K K, Tak u npu nomoLym
BCNOMOraTenbHOro ceteBoro obopygoBaHus (MapLupyTM3aTopbl, KOMMyTaTopbl). B HacToswee
Bpemsi Hambonee pacnpocTpaHeHHbIM crnocobom nodkndeHns K cetn WHTepHeT saBnsieTca

noakrtoyeHne vYepes BoblgeneHHyo nuHuto Ethernet (Puc. 4.1).

BELWARD

®-0 MapupyTusarop

Puc. 4.1
OcCHoOBHbIE LWarM N pekomeHgaumm no ycTaHoOBKE M HACTPOWKE Kamepbl onucaHbl ganee B

OaHHOM PyKOBO,EI,CTBe.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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4.2. PekoMmeHAaaLuMmM no yctTaHOBKe

B paHHOM pa3gene npueeneH KpaTKMVI CMNCOK peKOMeH,D,aU,VIVI, KOTOpble H806X0}J,VIMO

Y4nUTbIBaATb NMPU MOHTaXe o6opynosaH|/|9| |P-BI/ILI,eOHa6J'I}OD,eHVIFI.

PekomeHpaumm no pasmeLeHUo Kamepbl:

e |P-kamepa BEWARD B12CR npeagHasHaveHa AN OCyLEeCTBNEHM BMaeoHabniogeHns
C NpegensHon TemnepaTypon akcnnyataumm ot -10 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsMbIX COMHEYHbIX NyYyen B TedeHue ONUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHus nobnm3ocTn OTOMUTENbHbLIX M OborpeBaTeribHbIX
npnbopos..

e HenpaBunbHas paccTaHoBKka KamMep BuMAeoHabnoaeHust nNpuBedéT K MNOSBIEHUIO
HexenaTesbHbIX «CNnenbiX» 30H, KOTopble OyoyT ocTaBaTbCsA BHE MONS 3pEHUs
onepaTtopa.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

e W3berante 6nM30CTU C YCTPOWCTBaMU-reHepaTtopamMu MOLLHbBIX 3NEeKTPOMarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeELleHUss yCTpoucTBa C YydeToM noaBoa
coeavHUTENbHbIX Kabenen.

o 3berante cnocoba KpenneHus Kamepbl, OOMYCKaKLWEro 3HauyuTesNbHYy BubOpauuto.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTMBHOCTL AEeTeKTopa [OBWXEHUS W 4YEeTKOCTb
n3o6pakeHnsi B LENOM.

o Kamepbl BuageoHabniogeHuss HeobxoaMmo pasmelatb Tak, 4YTobbl  MCKOYUTb
crniyyanMHoe wnu crneumanbHOe MNOBpEeXAeHMe W MU3MeHeHue HanpasneHus ob3opa
Kamepbl.

e HanpaeneHne o63opa (30Ha BuaeoHabNOEHUS) Kamepbl AOSMKHO ObiTb TBEPAO

onpeaeneHo Ha MOMEHT YCTaHOBKN.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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PekomeHgauuu no npoKnagke Kabens Tuna «BuTan napa»:

e B «kopmgopax xenaTtenbHO MNPOKMaAblBaTb My4YKU SMEKTPUYECKUX M CnaboTOYHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3ANeKTpuyeckue
kabenn B pasHbIX OTCEeKax WAW CeKUuMsX, MUMeLWmMX ChfowWwHble MpoaosSibHbIE
neperopogkn C npenernom OorHectoMkoctM He MeHee 0,25 4 unM3 Hecropaemoro
MaTepuana Tonbko B pabouymx 30Hax Ha paccTosiHum He Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e OnekTpuyeckue n cnaboTtoyHble kabenu gonyckaeTcsa npoknagpiBaTe napannensHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx Kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKkTpu4eckoro nonsi, obpasytouierocsi oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, ToO He06X0ANMMO YBENMNYUTL PaACCTOAHUE
MEeXOy OneKTPU4ecKUMM u  crnaboTouHbIMM  Kabensamm unM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTtonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MOZ4 MPsiMbIM
yrrom.

e HeakpaHupoBaHHble BUTOMapHble Kabenwn LOMMKHbI MPOXOAUTb Ha PacCTOSIHUM He
MeHee 125 MM OT rasopaspsigHbIX flaMn AHEBHOro cBeTa (NMIOMUHECLIEHTHbBIX flamn) u
APYr1X BbICOKOBOMbTHbBIX YCTPOWCTB, COAEPXKaLUX paspsaHUKN.

e HeakpaHupoBaHHblE BUTONApHbIE Kabenu AoMmKHbl NPoKNnaabiBaTbCHA Ha PacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, 06pasyroLmnx
HaNPsPKEHHOCTb 3NEKTPUYECKOro Nonsi cebiwwe 3 B/m.

e PacnpegenurenbHble YCTPOMUCTBA C 3af€eNaHHbIMN HE3KPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensmMn [OOMMKHbI pacnonaraTbCA Ha pPacCTOstHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NEKTPOMarHUTHbIX NomeX, 00pasylowmx HanpsXKeHHOCTb
3reKTpUYecKoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMW MOAKMYEHNS [OO0SPKHA NpOM3BOAUTHCS
uenbiMn Kyckamu, NpyM 3TOM HarnpasfeHue Tpacchbl cnegyeT 3apaHee npogymatb Tak,
4YTObbI €€ NPOTSHKEHHOCTb Bbla Kak MOXXHO MEHbLLE.

e MwuHumanbHbIn paguyc m3rMba ana kabens — deTblpe AnameTtpa kabena (nnm 1
arnM=2,5 cm), HO CyLLeCTBYIOT pekoMeHaauun pasmeliatb kabenb Takum obpasom,
4yTObbl 06ecneumBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

¢ MakcumanbHas onvHa cermeHTa gorkHa bbiTb He 6onee 100 meTpoB.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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4.3. MoHTax IP kamepbl

Kamepa kpenutcsa kK nOBEPXHOCTM NpW NOMOLLM 2-X BUHTOB (pa3mep atbens 25x6 mm).

War 1: pacnakynte KpOHWTENH W NPUKPENUTE CTOWKY KPOHLITEMHA K OCHOBaHWUIO
KpOHLUTENHa BUHTOM M8 13 KoMnnekTa NocTaBKu.

LWar 2: HameTbTe MecTa Ha MOHTaXHOW MOBEPXHOCTU W MpocBepnuTe ABa OTBEPCTUSA
rnybuHon 25 mm, ecnu Bbl nnaHmpyeTe ncnonb3oBaTtb A106ens n BUHTbI U3 KOMMMEKTA.

War 3: BcTaBbTe nnactukoBble Awbens B OTBEPCTUA W MPUKPENUTe OCHOBaHWe
KPOHLUTENHA K NOBEPXHOCTU C MOMOLLbIO ABYX BUHTOB.

LWar 4: 3akpenute kamepy Ha KpPOHLUTEWHE, UCMonb3ysi pe3bboBoe OTBEPCTME Ha 3agHen
CTOPOHE KaMepbl.

LWar 5: BbiGepute HanpaBneHne 063opa kamepbl 1 3adUKCUPYNTE €€, NCNONb3yst BUHTOBON
domkcaTop KpOHLUTENHA.

LWar 6: nogkniounTe IP-kamepy K KOMMyTaTopy/MapLLpyTM3aTopy NpM NomoLum kabens
naTy-kopa U3 KoMnrekTa noctaBku. [logknounTe NMTaHne kamepbl, UCNonb3ys 6ok NuTaHua 5 B,

1 A n3 KomnnekTa rnocTaBKU.

4.4. YctaHoBKa / naBne4vyeHume KapTbl naMaTn

OTkniounTe nuTaHune. YctaHoBuTe kapTy namstn MicroSD o6vemom o 32 I'6 B croT. [Ang
3TOro pasBepHUTE KapTy KOHTaKTaMu K nepefHen noBepXHOCTM Kamepbl U K CIOTY U BCTaBbTe B
CNoT A0 Wenyka.

[Ona un3BneyeHunss kKapTbl NaMATM HaXMWUTE Ha ee Topel A0 LWenyka, UM MNpYXUHHbIN
MEeXaHW3M BbITOSIKHET KapTy U3 crnoTa.

Mogknounte NuTaHne Kamepbl.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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4.5. NpoBoaHoOe NOAKNIOYEeHUe KaMepbl K ceTu

Mcnonb3ys coeguHuTenbHbli kabenb ¢ pasbemom RJ-45, nogkniouunte [P-kamepy K

nokansHom cetu (K LAN-uHTepency mapLipytusatopa).

B cny4yae H806XO,EI,VIMOCTI/1, coeanHNTENbHbIN kabenb MOXHO I'IpVIO6peCTVI oTAenbHO unu,

npn Harnn4ynm HeO6XO,D,VIMbIX MaTepuanoB, MHCTPYMEHTOB U OMnbiTa, U3ArOTOBUTb CaAMOCTOATENbHO.

BapuaHTt «npamoro» kabena (UTP kaTteropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua

C apyroro KoHua

: beno-opaHxeBblii

: OpaHxeBbIn

1_8
[T

: Beno-3enéHbin

CHAZY:

CuHumn

: Beno-cuHnn

: 3enéHblin

CMEPEAM: E%
1 8

: beno-kopn4HeBbIn

o|(N[o|alslw(N|=

: KopnyHeBbin

1_8
[T
CHM3¥:

CTEFEM: %
1 8

: beno-opaHxeBbli

: OpaHxeBbIit

: Beno-3eneHbin

: CuHum

: Beno-cuHum

: 3enéHbin

: beno-kopn4yHeBbIn

O IN|O|O R WIN|=

: KopnyHeBbin

[ns narotoBneHus

«npsmoro» kabens Heobxoammebl: kabenb UTP (BuTas napa kateropum

5e vnu BbiWwe), ABa pasbema RJ-45 v ycTponcTeo onst o6knma pasbemMoB (KpuMnep).

Mpn Takom nopsgke nogknoyeHuss nap (ykasaHHom B Tabnuue) obecnedmBarotcs

rapaHTUpoBaHHblEe MPOU3BOAUTENEM BENUYMHA M pacnpenerieHne 3afepkek pacnpocTpaHeHus

cuUrHana, a, criegoBaTeribHO, U 3asiBNIEHHast CKOPOCTb nepedayn gaHHbix 100 Méut/c.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR



Be\vARD Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

MnaBa 5. HacTponka npoBogHOro coeaAuHeHus

Ona Toro 4ytobbl IP-kamepa B12CR pabotana B Balwen nokanbHOW cCeTU COBMECTHO C
apyrum obopyaoBaHumeM, HEOOXOAMMO BbINOMHUTL €€ MOAKMYEHNE B COOTBETCTBMM C TEKYLLUMM

HacTporkamMu AaHHOW CeTu, A4S Yero, B CBOK ovepedb, Heo6XoaMMo onpeaenuTb 3T HACTPOWKN.

NMPUMEYAHUE!
HasBaHnsi HEKOTOpbIX MNYHKTOB MEHI0 M (YHKUMA Ha CKPUHLWIOTax B AaHHOM PykoBoactee MoryT
oTnMyaTbCcsa OT TakoBbix B Bawen sBepcun Windows, ogHako anroputm npuBedeHHbIX JENCTBUA ABNASETCS

yHuBepcarbHbIM.

5.1. OnpegeneHue napaMmeTpoB NPOBOAHOM JIOKaNIbHOW CeTU

B cnyyae nogknioyeHnsa no kabento Ethernet HeobxoaMmo onpegenuTb  Tekylime
HaCTPOMKN NPOBOAHON CETH.

Onsa onpegeneHvs TekylWwMX HaACTPOEK MPOBOAHOW INOKanbHOW CeTU UCMOomnb3ynte

KOMMbIOTEpP, NOOKIMIOYEHHbIV K aTON ceTu. Haxxmute lyck — MaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Aorymesrra

Wzobpaxennn

Myzbika

Wrpei
m BRSController

KomnetoTep
m BEWARD IP Visor

Q BEWARD Player

T oyl

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
,@o Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Beenporpammel

£ |rgmg

B & & @

Puc. 5.1
B oTKkpbiBlwEMCA OuanoroBOM OkHe Bblbepute nNyHKT [[IpOoCMOTP COCTOSIHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT

@ocmo‘rp COCTOAHMA CETH U 3a,qa

BuiGop napameTpoe gomMaluHedd rpynnel u obwero
ADCTYNA K A3HHBIM

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Mporpammbl

¥aanenne nporpammel

Puc. 5.2

-
T4 e s avens oserms P

MpocmoTp:  Kateropua ™

YueTHble 3aNWcK NoNb30BaTENER N

CEMEMH...
@' JoBasneHne 1 yAaneHne yYeTHbIX 3anncei
nonb3oeaTencei

@' YcTaHOEKE POANTENECKOTO KOHTPONA 4NA BOEX
nonb3oeaTencei

OdopmneHue 1 nepcoHannsauma
MsmeHeHne Tembl

WMzmenenne dona pabouero crona
Hacrpoiika paspewerna skpana

Yachkl, A3LIK 1 PETWOH

CreHa packnagkn KNasmatypel WK Apyri
cnocoBoB BBCA

Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Lyt Windows nap pol
OnTuMUsaumMa noBpakeHuA Ha 3KpaHe

B oTkpbiBLWIEMCS OManoroBoM okHe HaxmuTe [[MoakniovyeHne no nokanbHom cetu] (Puc.

5.3).

Manens ynpasneqnsa -

e MpoCMOTP OCHOBHBIX CBEAEHWIT O CETH

LY
BEWARD
(3T0T KomMnsoTER)

Mzmenenmne napametpos
ajanTepa
MamennTe goncnHuTensHble

napameTpel oBLuero goctyna MpocmoTp aKkTMEHEX CeTel

Cemn 4
OBuecTEeHHaA CeTb

W3mererne ceTeBbIx NapaMeTpos

Heckoneko cetei

W HacTpoFKa NoAKNHUYeHNRA

Wureprer

MpocMoTp NonHoi KapTel

MogkntoYeHne naK OTKAMGHEHNE

Tun goctyna: WHTepHeT

Mogrntouenna:

gl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Cra, Takcke
Bpanamayzp Windows
Jomawnans rpynna

CeoiicTea cbospesatens

NMPUMEYAHMUE!

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOrD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

s. MogknroumnTeca K ceTH

Mogknroyenne WK NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
W3MEHEHNE NapaMETPOE OBLLEro AoCTyna.

YCI'pEHEHME HENCNaaoK
JnarHocTika n MCNPAaBNeHNE CETEBBIX I'IpOﬁJ'IEM WKW NoAyYeHne CEELEHWI 0f WCNpasneHnn.

Puc. 5.3

Mpn HanNMUMM HECKONbKMX MOAKMYEHN BbibepuTe TO, K KOTOPOMY MiaHMPyeTCs NogkniounTb IP-kamepy.

PykoBoacTBo no noagkntoyeHuto IP-kamepbl B12CR
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD

AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeoOGXoaMMo BbIGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBoncTBa] (Puc. 5.5).

L.:J MoaxnoueHWe NO JCKaNbHOM| CETH - CBOCTEa M

Cem | Operyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTMB‘-IBHHb\B KOMMNOHEHTEI MCNONE3YIOTCA 3TUM NOKNICYEHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmmﬁ nareTos (oS
gCnyxﬁa LOCTYNE K ainam v npuHTepam ceTei Micre—,
-2 [IpoTokon B/P

MHTepHeTE Eepcin 6 (1T &)
IS Mpotokon WHTepHeta sepcim 4 (TCP/IPv4) .
||

¥ i Ilpafisep 6/ Tononora KaHankHoOro YPoBHA

m

i OTBETUMK 06HAPYKEHMA TONONOTWK KBHANBHOTO YPOE ™
[En ] LI} ] [&]

YeTaHoBUTE Yoanams | CaoilcTBa I

Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsl OKHO, B KOTOpPOM oOTobpakaeTcss MHGOpMaums O HaCTpOMKax CeTeBOro
noaknoyeHnsa. Bo3moxHbl ABa BapmaHTa HacTporku IP-agpeca ceteBoro noaknoveHms Baiwero
MK:
1. Nonyuntb IP-appec aBTOMaTuyecku: IP-agpec Ha3HavyaeTca aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawemy [1K Bbigaetcda aBTomaTudecku, Torga Aans

ornpenerneHns napameTpoB foKanbHoW ceTn nepenanTe k nyHkTy 5.1.1 gaHHoro PykoBoacTsa.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6
2. Ucnonb3oBaTtb cneayowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTeneM BPYYHYHO
(Puc. 5.7):

Ceoitcrsa: Mpotokon Wktephera sepainn 4 (TCP/IPv4) @u

Obume

MapameTpel IP MOryT HASHEYATHCR BETOMATHHECKM, ECIW CETE
NOAAEPHUBSET 3TY BOSMOXHOCTE. B MPOTUBHOM CyJae NapaMeTpel
IP MOXKHO MOAYHMTE ¥ CETEE0M0 aAMAHWCTPATOPA,

() Mony4nTe IP-aApec a5TOMATHHECA

(@ Wcnonb3osaTh cnenyiowwii IP-aapec:

IP-aapec: 192 .188. 1 .
Macka noaceTu: 255 . 255 . 255 .

OCHOBHOM WAKD3: 192 .188. 1 .

MonyuuTs aapec DNS-Cepsepa aBTOMaTMYEIKH
(@ McnonbsoBaTh cneayowme agpeca DNS-cepsepos:
MpeanouTaemeni DNS-cepeep: 192 . 168 . 1 .

AnsTepHaTHEHEIN DNS-cepeep:

[CIMonTeepaUTL NapaMeTps! Npu BoxonE

Puc. 5.7
3anvwunte, Nnbo 3anomHMUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W3, DNS-cepsep).

BHUMAHUE!
Ecnv Bbl He 3anucanu ceTeBble MapaMeTpbl KOMMbHOTEpPA, TO MOCMNEe HACTpoOWku Kamepbl OypeT

HEBO3MOXHO BEPHYTb MX B NepBOHa4yanbHOE COCTOSHME AN BOCCTAHOBMNEHUS MOAKIMIOYEHNS K NOKaNbHON
ceTtu n/vnmn cetn NIHTepHer.

PykoBoacTBo no noagkntoyeHuto IP-kamepbl B12CR
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5.1.1. OnpepeneHne napameTpoB ceTu Npu auHamu4veckom IP-agpece

NMPUMEYAHMUE!

[aHHbIn NyHKT PykoBOACTBa nNpefHa3HadeH Onsi onpedeneHus napamMeTpoB JIOKanbHOW ceTu npu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepeepom).

[ns onpefeneHns TeKyLWMX HACTPOEK KOMMbKTEpa B JlOKanbHOW MPOBOAHON CeTu

HaxxmuTe lMyck — Manens ynpaeneHus (Puc. 5.8).

B OTKpbIBLWWEMCA OKMarnoroBoM OKHE Bbl6epI/1Te NYHKT [npOCMOTp COCTOAHUNA CeTu mn

@. Internet Explorer
Qo

rx:- Microsoft Office Bxcel 2007

ﬂ BnokroT

DVR Server
BRSController
BEWARD IP Visor
BEWARD Player

E, Caybel
Cry#6el KOMNOHEHTOE

»  Bcenporpamme

[ Haiimu npozpamss u gaiize

Puc. 5.8

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

2|58 » Manens ynpasnenma »

HacTpoiika napamMeTpoB KomnbioTepa

Cvcrema u Be30NacHoCTb
MpoBepKa COCTORHMA KoMNLHITEPE
ApXMBNPOBAHNE JaHHBIX KOMMBIOTEDA
Mouck u ucnpasnerne npoBaem

||-|SUCMDTFI COCTOAHWA CETH W 33434 I

Beifop napamerpes gomaluHeit rpynne u obuyero
ACCTYNa K AaHHBIM

O6opyAcBaHKe W 3BYK
MpocveTp yorpoicTs n npuHTEpoE
JloBasnenue yerpoiicrea

Mporpammel

¥Yaanenwe nporpammel

Puc. 5.9

BEWARD

JlowyrenTel

Myzbika

Wrpei

Komnerotep

Matens ynpasnenna
Ycrpoiictea n nprHTeps!
Mporpammst N0 yMOA4aHID

Cnpaska i NoAsepkKa

3asepiueHne paboTel .
(Wi i ciiellin| I

Mpocmotp:  Kateropus ™

YueTHble 3anMcK Noab30BaTenend u

CeMERH...
@,ﬂ,oﬁasnar—ma W YABNEHWE YHETHBIX 33NHCER
nenbiceatencii

'@' YCTaHOEKA POAMTENLCKOTO KOHTPONA ANA BCEX
nonb3oEaTenei

QOdopmneHne 1 NepcoHanmsaLmna
Mzmerenmne Teme

1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

Yacol, Asblk [PETWMOH

CMena packnagk KnasuaTypel WM ApyTi
cnocobos EBOga

zmerenrwe aseika wHTepdeiica

CI'\ELLMBJ"IIJHI:\E BO3MOXHOCTH
Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE
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B oTkpbIBLIEMCSA AManoroBom okHe HaxxmuTe [MoakntoyeHue no nokanbHou cetu] (Puc.

5.10).

GU

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

L« Cethun Wnreprer b LlenTp ynpasnerus ceamm u oBLmm AoCTymIom - H IMouck & nares

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

E&l MpocroTp noanoi KapTel
]

EEWARD

o

Heckoneko ceteit

@

WrTeprer

(3ToT KoMNbrOTER)

MpocMmoTp aKTMEHBIX CETER

MoakntoueHne nin oTKOYEHHE

Cetn 4
OBuwecTBeHHaRA CETh

Twn gocryna: VHTepHeT

MoaknioueHmna: @ Moakntouerne no
NOKaneHOR CET

Mzmenenne ceTeBbX NapameTpoE

L

e

&

HacTpoiika HOBOMO NOAKNMMEHHUA MK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogeoyenns
WA e HACTpolika MapLUpyTUSaTopa WNK TOUKKM 40CTyNa.

MoAKNHYUTECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntoderie K VPN,

Buibop Aomaluneid rpynnel v napameTpos ebLere qoctyna
Joctyn k daiinam u NpuHTEPaM, pacnonoKEHHBIM H3 APy CETEBbIX KOMMBHOTEPAX, WK

W3IMEHEHNE NapameTpoe ofllero gocTyna.

¥eTpanenue nenonagok

JuarHocTuka U MCpaBneHne ceTesblx Npokb. WK nony cBegeHMiA 06 nCnpasneHum,

Puc. 5.10
NMPUMEYAHMUE!
Mpy HanUunMM HECKOMbKNX CeTeBblX NOAKMIOYEHMIN BbibepuTe TO, K KOTOPOMY MIiaHMPYeTCs MOAKMOYUTD
IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxxmuTe kHOMKy [CBeaeHus] (Puc. 5.11).

]

@ CoctoaHue - NogrnoueHWe No ACKaNEHOW CeTh

Ofme

MoaknoyeHue

IPv4-NI0AKNIOYEHHE: VHTEpHET

IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocToAHWE cpeabl: MoaknoHeHo
04:47:33

100.0 MéwuT fc

AnuTensHoCTE:
CKOpOCTb:

AKTHBHOCTB

1
OTnpasneHo —— %! ——  [puHATO

E=4

79 188 140 I 805 508 770

[ |@Cﬁoﬁcrﬁa ] [@mwnnouwrh] [ AuarHocTuka ]

Pwuc. 5.11
B okHe «CBegeHust o ceTeBOM NOAKMOYEHUU» MpeacTaBneHa cnegyrowas nHpopmauns

(Puc. 5.12):
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~
CeegeHs O CETEEOM MOSKMCHEHMM u

[pnonHUTensHble CEENEHWA O CETH:

CeolicTe0 3HaueHue

OnpegeneHHei ana no...

Ormcanwe Realtek PCle GBE Family Controller
PUIMISCKUA aapec 14-DA-ES-D1-84-20

DHCP skniouet Oa

Appec |Pvd 192.168.1.120

Macxa noace [Pvé 255.255.255.0

Aperpa nonyyera 6 qespana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
LWntos no ymonvanwo IP... 152.168.1.254

DHCP-cepeep IPvd 152.168.1.254

DMS-cepeep [Pvd 152.168.1.254

WINS-cepsep IPv4 192.168.1.157

Cryxfa NetBIOS uepes... Oa

NokaneHei IPvE-anpec... fel0:487d:5df%:7cbd:ad3e ™12
Wntes no ymonyanme |P...

DMS-cepeep IPvE

Puc. 5.12

Ecnn B atom okHe Bbl yBupenn ctpokn — «DHCP BknroueH - [Oa», «Apgpec IPv4 -
XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3HayeHue |IP-agpeca),— 3HauuT IP-agpec Bawemy K
HasHayeH aBTomaTumyeckn. Macka noaceTn ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceTeBoro wn3sa — B cTpoke [WUnwo3 no ymonyaHuto IPv4], agpec DNS-cepeepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nubo 3anomHuTe f[aHHble napameTpbl (IP-agpec, Macka
noacetn, Ceteson wno3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbtOTepa, TO MOCMe HacTPOMKM Kamepbl OGydeT

HEBO3MOXXHO BEPHYTb X B NepBoOHa4daribHOe COCTOAHME ANd BOCCTAHOBIIEHNA NOAKITHOYEHUA K nokarnbHON

cetu u/unu cetn VIHTepHer.

BHUMAHMUE!

Ecnu B okHe «CBeaeHUs 0 ceTeBOM NoAKN0YeHUN» Bbl yBUaenu CTpoku:

«DHCP BkntouyeH - [a»; «Agpec IPv4 aBTOHACTPOMKMU - XXX.XXX.XXX.XXX», (FO€ XXX.XXX.XXX.XXX —
3HayeHune |IP-agpeca),— 3HaunT Bam He yaganocb noaknountbesa K npoBogHon cetn (DHCP-cepsep He
npuceoun IP-agpec Bawewmy [1K). NMpoBepbTe NpaBuNbHOCTb NOAKMIOYEHNS K MPOBOAHON ceTu. B cnyyae

Heobxo4MMoCTK obpaTuTech k BalleMy cucteMHOMYy agMUHUCTPaTopy.
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5.2. A3MeHeHMe NnapaMeTpOB NoKanbLHOW CeTH Ans NoakniyeHus K IP-kamepe

Mo ymonuyaHnuio IP-kamepa B12CR unmeeT IP-agpec 192.168.0.99. YTob6bl nogknioumTbCa K
Kamepe Ons nepBoHayanbHOM HAaCTPOVKKM Heobxoammo, YToObl Baw komnboTep Haxoauncsa B Toum
e nogceTu, 4to u kamepa. MNpu aTom IP-agpeca kamep, KOMMNBIOTEPOB U NOOLIX APYrMX YCTPOUCTB

B CETU He OO0JKHbI coBNaaatb Mexay cobon.

BHUMAHMUE!
Ecnv Bbl nnaHupyete nogkntoumtb Heckonbko |P-kamep, To Anga uckniodeHus koHdnukta IP-agpecos

noaknoyanTe kamepbl No ogHOM 1 nsmeHsnTe ux IP-agpeca Ha no6ble cBoboaHble B Balwer nokansHom

ceTun.

BHUMAHUE!

Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, nogkmtouveHHbIM K MNpoBOAHOW ceTu, u IP-kamepa, duandecku

NnoaKrtoYeHHast K Tol e ceTu, Nnbo Hanpsamyto k Bawewmy MK, HaxoasTcs B ogHon noaceTtu, Bol MoxeTe

cpasy nepentu K nyHKTy 5.3 aaHHoro PykosoacTea.

D,J'IFI M3MEeHEeHNA TeKylnX HaCTpOeK KOMNbTEPa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

L’e Internet Explorer

@ Skype BEWARD

| X5 Wicrosoft Office Excel 2007 LB

Vsobpascenna

h'." BnokHoT
Myzeika
@ DVR Server
Wrpel
@ ERSController

Komnerotep
@ BEWARD IP Visor

Manens ynpaenexna
m BEWARD Player

YerpoiicTea n npuHTEpSI

)
3 ot Crnys#Bel
MNporpammel no ymonuasno

L
090 Cnys#Bel KOMNOHEHTOR
Cnpaska n nogaep>xka

»  Bcenporpammel

— - - T ——— —
| Hatimu npozparms u ghaiinei | | 3asepiuenne paboTel |10

Puc. 5.13
B oTkpbiBwEMcA OuanoroBOM OkHe Bblbepute nyHKT [[IpocMOTp cOCTOsIHUA ceTu M
3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).
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HacTpoiika napameTpos KoMneoTepa

Cuctema v He30NACHOCTL
MpoBepka coCToAHMA KOMNEHOTEPE
ApxMBMPOBAHNE JaHHBIX KOMMBIOTERE
Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

==

- | | TMouck & naHenu ynpasneHus

Mpocmotp:  Kareropua >

YueTHble 3an1cK Nonb3oBaTeneid u

CEMEWH...
'@' JloBaBneHne n yaneHNE YUETHBIX 33NUCERA
nob30BaTENEl

'@' YcTaHoBKa POAMTENECKOTD KOHTPONR 4NA BCEX
noL30BaTENEl

[NpocroTp COCTORAHNA CETH 1 33434 I

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

ObopyaosaHue 1 38yK

OgopmaeHne W NepcoHannsauma
Mzmererme Teme

Wsmernenne dona paboyero crona
HacTpoiika paspeluenna 3xpana

MpocroTp ycTpofcTe  NpUHTERCE

JoBasneHue ycTpoicTea

lNporpammel

¥AaneHue nporpammel

Yachl, A3bIK M pervoH

CMeHa packnagkv KNasnaTypsl WK Apyrix
cnocoBos seoda

Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pexomengyenbie Windows napamerper
ONTMMU3ALNA M30BPaKEHNA HA 3KpaHE

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «lMoaknovyeHne no nokanbHon cetn» (Puc. 5.15).

HTepHeT b LlenTp ynpaenenua cetAmn n oSwmm goctynom - || MMouck 6 naneau ynpasaesus P

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

W3meHeHnE NapameTpos

apsnTepa

WMzmennts ACNONHUTENEHEIE
napameTpel obLLEre AocTyna

Cra. TaioKe
Bpanamay3p Windows
Jomawnans rpynna

CeoiicTea oBospesatenn

NMPUMEYAHMUE!

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNIOUEHUA

&u 0 Mpecvotp nonHoil kapTel
| —
d e

BEWARD WuTepHeT
(3ToT KoMnsoTER)

Heckonsko ceteit

MpocMmoTp akTneHER: ceTei MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

OBLecTEeHHaA CETE Mogkntouerna:

zmeHEHNE CeTEBBEX N PaMeTpoB

?l Hacrpoiika HOBOrO NOKAMOYEHNA MW CETK

HacTpolika BecnpoBciHoro, LUMPOKONoADCHOrD, MOdemMHore, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

‘5. MogrntoumnTeca K cetn

MogKNHOYEHNE NN NOBTOPHOE NOAKAHNEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOLEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouenne k VPN,

ﬂ Brifiop gomMaluneii rpynnbl v napamerpos obLero goctyna
Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HA APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEHEHME HENON3Z0K
JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

I'Ip|/| HanM4nMn HECKOSbKMUX CETEBbIX MOAKMOYEHUN Bbl66pVITe TO, K KOTOPOMY nnaHnpyeTcA NOAKIIOYNUTb

IP-kamepy.
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B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).

E] CocroaHue - Mogk r;nr‘ ¥ cemn u
Ofiwme

MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT

IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CoCTosHWE Cpedbl: MoaknoYeHo

AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MawmTfc

AKTWBHOCTE

OTnpaeneHo — k! ——  [MpuHATO

~

79 188 140 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmanb] [ﬂMaI’HOCI'MKB ]

Puc. 5.16
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOro MOAKMYEeHNs HeobxoaMmo BbliGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomcTBa] (Puc. 5.17).

U Mogkniosenme no noKansHoM CETH - CEORCTBA u

Cemw | Joctyn

Moaxnioverue yepes:

l_-? Realtele RTL8139/810x Familty Fast Bthemet cetesoi ag:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
Q Mnauposwmk nakeTos QoS

vl QCnyxﬁa OOCTYNE K dainam n I'IDHHTEDEM ceTei Micr—,
- [JpoTokon MHTepHeTs B8 P/IP
-. B MpoTtokon HHTepHETEI BEPCHN 4{TCF‘ 'IF‘v-iI .
v s ] aHBep B/B TONONOra KaHaneHoro YpoBHA | &
- OTBeTUMK oﬁHapyxEHMﬂ TOMONOrAW KaHansHoro ypog =

m

[ | [
] )
Onucanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon riofansHemE
ceTeil, 00ECTeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOLSACTEYIOLLMMM CETAMM.

oK ] [ Ommena

Puc. 5.17
B nosiBuBwemcsi okHe HeobBxoaMMO YyCTaHOBUTb 3HayeHusa IP-agpeca v mackvu nopcetw.
Buibepute nyHkT [Mcnonb3oBaTtb cnepyrowmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, 1 Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4YeHus BBOAUTb HET HeobxoanmocTn (Puc. 5.18).
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Ceoiictea: [Npotokon WktepHeta sepann 4 (TCP/TPvd) @g

Ofiwme

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY BOSMOMHOCTE. B NPOTMBHOM Clydae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:
IP-appec: 192 .168. 0 . 20

Macxka noaceti: 255.255.235. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:
MNpeano4nTaensli DNS-cepsep:

AnbTepHaTHEHbIR DNS-cepeen:

|| NoaTeepanTs napameTps! MpH sbixoae [onorHATENbHD

Puc. 5.18

[na npyuMeHeHnsa n3ameHeHun HacTpoek Haxkmmute KHorky [OK] Bo BCex OTKPbITbIX OKHaX.

5.3. Nony4yeHue gocTtyna K IP-kamepe ¢ noMmowbo bpay3epa Internet Explorer
Ona poctyna Kk kamepe c nomowpbio Bpaysepa Internet Explorer 3anyctute ero n B
aZipecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepbl, a <port> —

3HayeHvne HTTP-nopTa. MNMocne atoro HaxmuTe [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B12CR no ymon4yaHuto nmeet IP-agpec 192.168.0.99.

NMPUMEYAHMUE!

Ecnn gna HTTP-nopTa vcnonb3yeTcs 3Ha4yeHne Mo ymonyanuio — 80, Torga Ans AocTyna K kamepe B

agpecHou cTpoke bpaysepa goctatouHo BBecTu «http://<IP>/», roe <IP> — IP-agpec kamepbl.

-:-Ehg‘
a@ (& hitp://192.168.0.99/ O~ > X || & Mycran cparnya X o TE

-

Puc. 5.19
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5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl

NMPUMEYAHUE!
[na koppekTHon paBoTkl Beb-uHtepdeiica IP-kamepbl Heobxoauma Bepcus Gpaysepa Internet Explorer

He Huxe 9.0.

Ona npocmotpa wu3obpaxeHus ¢ |IP-kamepbl 4epe3 ©Opaysep Internet Explorer
ncnonb3yTcs KoMNoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMNOHEHTOB B CBOEM
COCTaBe M 3arpyxaeT UX HenocpeacTBEHHO C Kamepbl. Ecnn KOMMNOHEHTLI He yCTaHOBMEHbI, Bbl

yBMOUTE crnenytollee cooblueHne:

i~ Y
CooBueHue ¢ seb-cTpaHnLBl M

- "-.I CHCTEMA ONPELENNNA, 4T ¥ Bac HE ycTanosnen OCX, ycTaHoBuTe

¥ cefivac?

[ ok || Omwen

Puc. 5.20

Haxmute [OK]. B HuxHeln 4actn okHa Bpay3epa NosiBUTCS BCMMblBaloLLlee OnoBeLleHne

cuctembl besonacHocTu (Puc. 5.21).

» ‘ o~ [ NER -
e@ @ hitp://192.168.0.99/Iogin.asp p-c ” & WEB SERVICE ‘ | #H X

A ucnoneaosanuA Firefox, Google Chrome IE Tab noxanyiicta oaHakomTech ¢

3T0T BEB-CAMAT NbITAETCA YCTAHOBMTE HaacTpoiky ActiveX Control (2013.11.04) usgatens BEWARD Co., Ltd.

B wem zaknroyaerca puck? YeTaHoenTe

Puc. 5.21
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HaxmuTe Ha kHonKy [YcTaHOBUTB] NS yCTaHOBKU KOMNOHEHTOB ActiveX.

BHUMAHUE!

YcTaHoBKa KOMMNOHEHTOB ActiveX BO3MOXHa TONbKO Ha 32-0uTHY0 Bepcuio 6paysepa Internet Explorer.

Cuctema 6e3onacHoctn Opaysepa Internet Explorer 6yget aBTomatmyecku GAoKMpoBaTb
yctaHoBky ActiveX. [Ons npoOormkeHWs YCTaHOBKW HaXMuUTe KHONKy [YcTaHOBWUTb] B OkHe

nogTeepXaeHns yctaHoBkm (Puc. 5.22).

-
Internet Explorer - MNpeaynpexaerme cucTeMel BESONACHOCTH R u

YCTaHOBATL 3TO NporpaMMuoe obecneuenne?

@ Mma: ActiveX Control (2013.11.04)

Wsaatens: BEWARD Co., Lid

E] AononHUTENEHO Y¥CTaHOBWTD ] [He YCTEAHEBNMBaTE ]

l--"“- Dalnk U3 MHTEpHETa MOrYT BeITe NONE3HEN, HO 3TOT TN haina MOKET
\-gj NoBPEAMTE KOMNBICTER. CNeqyeT YCTaHABNMBATE NPOrpaMMel, NonyYeHHsIe
= TONBKO OT AOBEPEHHOMO M3AETENA. DaKTopb DUCKE

Puc. 5.22
[anee, ons KOpPpPeKTHOW yCTaHOBKM KOMMoOHeHToB ActiveX 3akponte Internet Explorer u

Haxxmute [OK] B OKHe, NpeacTaBneHHOM Ha PucyHke 5.23, ecnun TakoBoe NosiIBUTCS.

' B
Warning @

IE windows must be cloze before install ocx, OK?

oK I Ormena

!

Puc. 5.23

B okHe, npeactaBneHHoM Ha PucyHke 5.24, HaxmuTe KHorky [Install].

-
# Install OCX ‘ =
@’ ‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24
Mocne ycnewHon yctaHoBku Bbl yBuamte coobueHne «Register OCX success(C:\)» B
HWKHEN YacTu AaHHoro okHa. Haxmute kHonky [Close] onga Bbixoda w3 okHa yctaHoBku (Puc.
5.25).
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i R’
# Install OCX A =5
@’ Install ‘ Uninstall ‘

| Register OCX success(CNetVideoX)

Puc. 5.25
NMPUMEYAHME!
B onepaunonHoni cucteme Windows 7 u B 6Gpaysepe Internet Explorer 9.0 Ha3BaHWsi MeHIO Wnu
CUCTEMHbIE COOBLLEHNSS MOTYT OTNMYaTLCA OT Ha3BaHWA MEHK U CUCTEMHbIX cooblieHun B apyrux OC

cemenictea Windows nnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoBke ActiveX B OC Windows 7/8/8.1 npu BKIMOYEHHOM KOHTPOSiE y4YeTHbIX 3anucen byaet
OOMNOMHUTENbHO NPOM3BOAUTBLCA OMOKMpPOBKA YCTAaHOBKM, O 4YeM nonb3oBaTento OydeT BblgaHO
OOononHUTenbLHoe onoselleHne. [na paspelleHus yCTaHOBKM HeOBXOAMMO YTBEpPAMTENbHO OTBETUTHL B

nosABuBLLEMCA OKHE.

OTtkpovite Internet Explorer. B agpecHoin ctpoke Gpaysepa BeBeaute |IP-agpec kamepbl u
HaxxmuTe [Enter]. OTKpoeTcs OKHO aBTopu3auun. Beegute mumsi nonb3oBatens u naponb. o
YMOJSTYaHUIO UCMONb3yeTcsa MMs norb3oBatena — admin, naponb no ymonyaHuio — admin (Puc.
5.26).

BHUMAHUE!
Mocne aBTopu3aumym Bbl MoXeTe M3MEHUTb MM MNONb30oBaTeNsd M naponb B MeHw Hacmpoliku —
CucmemHble — [Mosib3oeamenu. B criyyae yTepm napons unm nMeHu nonb3oBatend, |P-kamepy MOXHO

BEPHYTb K 3aBOACKMM YCTaHOBKaM. Ona c6poca HaCTpoOeK HeobxoaQuMo B TeYeHne OecsTu CeKyH[ HaXaTb

KHOMKY cbpoca Tpu pasa ¢ npomexyTkamu 6ornee 1 cekyHabl Mexay HaxaTUsiMu.
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=
e@| @ hitp://192.168.0.99/login.osp p-c ” 2 WEB SERVICE | | s

[INA KOpPEeKTHOro OTOOPaX¥eHWA 3arpy3uTe U ycTaHoBuTe ActiveX

[nA wcnonezoeanuA Firefox, Google Chrome IE Tab naxanyiicTa o3HakoMTecs ©

Puc. 5.26

) e & g

p-> \[ © wee SERVICE [ ]

BE\VARD
| Ooxewd | m OB Comee Byt 20w o) pwanaee § Maspoon JI§ Yeewom, [ Posepon [ Coonoweme [l Opmwan B vsctpaxenme

&« © hap192168.099/ loginasp

Puc. 5.27

Mocne ycnewHon aBTopu3aumm Bbl nonyunte goctyn Kk BebG-mHTepdericy kamepbl (Puc.
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Ecnm no kakum-To npuynHam yctaHoBka ActiveX npowna HeKOppekTHO, Bbl MoxeTe

yCTaHOBUTb HEOOXOAMMbIE KOMMOHEHTLI BPYYHYH0. [INs 3TOro, Ha CTpaHuue aBTopu3aumm HaxMmmTe

CCbISIKY, Kak Noka3aHo Ha PucyHke 5.28:

[ . - ESEEN=>=)
e.\)[é http://192.168.0.99/login.asp o~c H P p—— | ‘ AR

MNapons:

InA ucnons3aosanuA Firefox, Google Chrome IE Tab noxanyiicTa 03HakoMTeCk C

Puc. 5.28

[na Hadyana npouecca yCTaHOBKN HaXXMUTE KHOMKY [BbinonHute] (Puc. 5.29).

- N
- =
e@ @ hitp://192.168.0.99/login.asp n~c H (& WEB SERVICE | ‘ N A

[N KoppexTHoro 3arpysuTe M

[nA ucnonszoeanuA Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ©

Bei xoTuTe BENOAHMTE an coxparinte NetVideoX.exe (850 KEB) c 192.168.0.997 Brinoarus Coxpannte | ¥ Qrmena J

Puc. 5.29
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Hanee, cnegynte NnpnBeAeHHON BbILE UHCTPYKUUKM (cM. Puc. 5.22-5.26).
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5.5. U3ameHeHMe HacTpoek nogknoyeHns |[P-kamepbl Yepe3 Be6-unHTepdenc

MNocne noakntoyeHns K IP-Kamepe HeOGXO[J,VIMO M3MEHUTL ee HaCTpOIZKM TakKnMm 06pa30M,

YTOOLI OHa Haxogunacb B OAHON NOACETU C oCTanbHbIM oGopyuosaHmeM.

BHUMAHUE!

[nsa coBmecTHON paboTbl HECKOMNBKUX YCTPONCTB B OOHOW NoaceTn HeobxoamMmo, YTobbl Yy HUX coBnaganm
nepBbie Tpu YacTu (okTeTa) IP-agpeca, 1 NONHOCTLIO coBnNagana Macka noaceTu.

Hanpumep, IP-agpec Bawero MK — 192.168.1.120. IP-agpec pasgeneH TodykaMn Ha YeTbipe okTteta. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 120. Bam HE0OX0ONUMO N3MEHUTL
IP-agpec kamepbl Tak, 4ToObl UX MepBble TPM OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOIMKEH
nmeTb BnA: 192.168.1.xxx. YeTBepToiii OKTET IP-agpeca kaxaoro ycTponcTaa 06a3aTensHO JOMKEH ObiTh

nHonBnayanbHbIM.

,D,J'IFI M3MEHEHNA CeTeBbIX HACTpPOeK KaMepbl B rNMaBHOM MEHIO Be6-MHTep(beﬁca HaXMuTe

kHonky [HacTpownku] n nepengute B meHto Cems — LAN (Puc. 5.30).

BE\VARD

TNokankHele HacTpoiika LAN

Ayauo
Wcnone3osate IPVE [ ]

DHCP [
Bepcua IP  IPV4 i

Bugeo
CeTe

» OCHOBHbIE

T tPamwec [ 105 160, 1 166

Macka neaceT™ | 555 . 955 055
OCHOBHOW LUMIO3 | 192 . 168. 1 . 254

> Wi-Fi

> PPPoE
MpegnounTaemsil DNS
> UPNP 192 168. 1 .- 254

ANbTEpHATHEHEIA DNS 202. 106. 1 20

> E-mail
MAC-agpec | 00-5A-21-33-01-8C
> FTP

> DDNS
> PPTP

> RTSP

> HTTPS

> YeenomneHue

Januce

Tpeeora

CucTeMHble

Puc. 5.30
B nonsax [IP-agpec], [Macka nogcetu], [OcHoBHOM wnio3], [Mpegnountaembin DNS],
[AnbTepHaTMBHBbIN DNS] HYXXHO BBECTU Takne 3Ha4yeHusi, 4Tobbl kKamepa nonana B OA4HY noAaceTb
C ocTanbHbIM obopygoBaHveM. [na aToro obpaTutecb K paHee 3anucaHHbIM, TeKyLMM
HacTpovikaM NpPOBOAHOM fokanbHOM cetu (CM. NyHKTbl 5.1 unu 5.1.1) n, B COOTBETCTBMM C HUMW,

yCTaHOBUTE BblllEeyKa3aHHbIE MNapaMeTpbl.
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NMPUMEYAHUE!

B cnyyae Heo6xoOMMOCTM [ONsl HAacTPOMKM CETEBbIX MapaMeTpPOB YCTPOWCTB obpaTtutech k Bawemy

CeTeBOMY aAMUHUCTPaTOpPY.

[Ana npyMMeHeHns U3MEeHEeHUN CeTEBbIX HACTPOEK Kamepbl HAXMUTE KHOMKY [CoOXpaHUTb],
rnocne 4ero NosiBUTCS yBeOMIEHNE O nepesarpyske yCTpouCTBa.
Mocne nepesarpysku IP-kamepa 6ygeT gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha aTtom

HacTpownKa NPOBOAHOIO NOAKMoYEeHUs IP-kaMepbl 3aBepLUeHa.
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Ytobbl BEPHYTb 3Ha4YeHunA npoBOAHOIo CeTeBOoro NOoAKNMK4YeHNA K YCTaHOBIIEHHbIM paHee

3Ha4YeHuAM, BbINONIHUTE cneaywmne nencTeus.

Haxwmwute lyck — lMaHenb ynpaeneHus (Puc. 5.31).

9‘ Internet Explorer

@ Skype

|5 Microsoft Office Excel 2007
-ﬂ BroxHoT

@ DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

0

Tagn, Crybel

)

&, Cnyxbel komnonenTos

> Beenporpaue

‘ Hadmu npozparmsi u alisei

T 80 @ °

Puc. 5.31

BEWARD
DNoxymeror
WsoBpaxenna

Mysbica

Wrpsi

Komnbiarep
Manens ynpasnexnn
YcTpoicTea M NPUHTEPLI
TMporpaMms! No yMoNuaHAK
Cnpaska n nogaepska
Maseniienme oagora o1

3asepLuenne pabotsl

B OTKpbIBWWEMCA OKManoroBomMm OKHE Bbl6epI/1Te NYHKT [npOCMOTp COCTOAHUA CeTHn

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.32).

@ v [MaHenb ynpasneHna

HacTpoiika napamMeTpoe KoMnutoTepa

iy  Cvcrema wn HesonacHocTs
" MNpoBepKa COCTOAHMA KoMNbOTERE
ApXMEMpDEEHME,ﬂ,HHHbIX KOoMOBHOTERS

Mowck u nenpasnenne npoBaem

) MuTepseT
M [Dpoctorp cocrontua cetn m sa,a,a
-2, BeiBop napameTpos AoMaLUHE rpynnbl v obliero
A0CTYN3 K A3HHBIM

| ObopyaosaHWe 1 3BYK
——-e MpocmoTp yeTpoicTs U NpUHTEpOR

[lloBasnenue ycrpoiicTea

L Mporpammel
h 8 YaaneHne nporpammbl

Puc. 5.32

Mouck & na

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA
MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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GU

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOMKA NOAKNHUEHWUA

o N
Mzmenenne napameTpos &! -'&.;

a4anTepa BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo

Heckoneko cetei HHTepHeT
VISMEHUTE JONCAHNTENBHBIE
napamMeTpel ofLLErD 4oCTyna

MpocmoTtp akTuBHB ceTeil MogKnoUYEHNE MKW OTKMHOUEHKE

Cem 4 Tun gocTyna: nTepHer

OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika BecnpoBcdHoro, LWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogentodeHns
WM KE HACTPOIKE MAPLUPYTUIaTOPa MK TOYKN AoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos oblero aoctyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

OocTyn k Gaiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTMX CETEBB KOMMLHOTERAX, WK
W3MEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

AnarHocTika U NCNpasneHne ceTesbix NpoBRen WAN NoAyYeHUe CBEAEHNA 06 ncnpasneHn,

Puc. 5.33

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc.5.34).

@ Cocroanue - Mogkao4enne No NoKaNsHOH ceT i M
Ofiwne

MoaknYeEHe

IPv4-NoAKIOYEHME: WHTEpHET
IPvG-NOAKIOHERNE: Bes gocTyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopknoYeHo
AnMTensHOCTE: 0447:33

CKOPOCTL: 100.0 MBMT fc

AKTMBHOCTE

y
OTnpaeneHo — %1! ——  TlpuHsTO

BaiiT: 79 188 140 I 805 509 770

| [ @Caom'craa ][@D‘rmol-m‘ru] [,ﬂ,marnocrma ]

Puc. 5.34
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEHUS HeobxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MeHI0, B KOTOPOM HeOBXOAMMO YCTaHOBUTb 3HAYEHWUSA HayanbHbIX HAcTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTtsa).
Ecnu mnsHavanbHo |IP-agpec Bawewmy MK HasHauyancs aBTomaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBTomatuyecku] wu [Monyuntb apgpec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.36).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.36
Ecnn mnsHavanbHo IP-agpec Bawemy MK 6bin 3agaH BpydHylo, Torga BblbepuTe MyHKT
[Mcnonb3oBaTb cnepywowmn IP-agpec] v 3anonHuTe Heobxoaumble nong (CM. NyHKT 5.1

AaHHoro PykosofcTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.37).
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™
Ceoitcrsa: Mpotokon Wuteprera eepcun 4 (TCP/IPv4) &Ig
Ofwme
MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BTN CETE
NOAAEPHMBZET 3TY BOIMOKHOCTE, B MPOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPETOPA,
() MonyunTe IP-anpec aETOMATHUECKM |
(@ Wcnonbsosate cieaytowmii IP-agpec: II
IP-agpec: 192 .168. 1 ., 20
Macka noaceTu: 255.255.255. 0
OCHOBHON Whos: 192 .168. 1 . 1

Mony4mTe agpec DNS-cepsepa asTOMATHHECKN
(@ WenonesoEaTe cneayiowme anpeca DNS-cepeepos:
MpeanourTaemeiin DNS-cepeep: 192 .168. 1 . 1

ANbTEPHATUEHLIA DNS-CEpEED:

[T NoaTeepanTE NapaMeTRE! NPK BEIXORE

Puc. 5.37
5.7. TlpoBepka npaBUNBLHOCTM HACTpPOeK MnoAakn4vyeHusa IP-kamepbl K
NoKaribHOM ceTu
[na KOHTpONs nNpaBWNbHOCTM CETEeBbIX HACTPOEK KaMepbl W KOMMbKOTEPA HYXXHO
NOAKMYNTBECS K Kamepe Yepes 6payaep Internet Explorer.

3anyctute 6paysep Internet Explorer. [Ina atoro HaxmuTe lMyck — Bce lMpoepamMmbi v
BblibepuTe cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHbLIN  Kamepe  (Hanpumep:
http://192.168.1.166) (Puc. 5.38).

[ o] )
e@h@ http://192.168.1 166/ O + 3 || @ niycrss crparnus {0 g £

Puc. 5.38
Mpn NpaBunbHbLIX HACTPOMKax OTKPOETCA OKHO aBTopu3auuwn. [ns aBTopusauun BBeauTe
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.39).

BHUMAHUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. MNMaponb no ymonyaxumio: admin.
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| B o] |
e@)‘g hittp://192.168.1.166/Iogin.s=p 2 - ¢ || @ wes service | ok

Bewarp . (° L

o

Y W ycTaHoauTe ActiveX

na ucnonesoeaumA Firefox, Google Chrome |E Tab noxanyiicta ozHakomTecs ¢

Puc. 5.39
Mpn nNpaBMNBHO BbINONTHEHHLIX AENCTBUSAX Bbl cMoXeTe 3anTu B Beb-uHTepdenc yepes

Opaysep n yBungetb nsobpaxeHue c Bawen IP-kamepsl (Puc. 5.40).

. e=aoy o x
L | @ he192168099/0ginasp P~ \[ © wiB SERVICE ﬂ i
B@\VARD

[ Ooxewt | m OB Comcx Byt 20w o) poanane § Maspodon JI§ Yeewom. [ Posepon [ Coonoweme [l Opmwan B wsospaeime
— 2 ;

Puc. 5.40

NMPUMEYAHUE!
B cnyyae HeyaauyHoOro cCoefauHeHusi C Kamepow, NMpoBepbTe MPaBUMbHOCTb MOAKMIOYEHUS K MPOBOAHOM

CEeTW, BEPHUTECH B HA4yano AaHHOW rnaebl M NOBTOPUTE HacTpolky. MNpu HeobxogmMmocTn obpaTuTech K

BaliemMy cucteMHOMY afiMUHUCTPaTOPY.
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naBa 6. Noagkno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wume cBegeHUA o nogkno4veHun IP-kamepbl K ceTn UHTepHeT
Mpn yctaHoBke |P-kamepbl 0OBGbIMHO TpebyeTca MMeTb K HeW OOCTyn He TOmbko U3
NoKanbHOM CeTU, HO U U3 ceTn NHTepHeT.

B atom cnyyae and ogHoBpeMeHHoOW paboTbl KOMMbLIOTEPOB, HOYTOYKOB, |P-kamep wu

apyroro obopyaosaHus B ceTu MIHTepHeT, Yalle Bcero, MCnonb3yeTcs MapLupyTmMsaTop.

Mpn opraHusauum poctyna Kk IP-Bugeokamepam u3 ceTn WHTepHeT, Kak npasurio,

NCNONb3YTCH crneaylolme Tpu BapyaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeWHWW ctatudeckun |P-agpec nnu PPPoE-
coeavHeHue. lNpu atom, AaHHbIn IP-agpec (vnn PPPoE-coeanHeHne) ucnonbsyetcs
ANA NOAKNIOYEHUS TONbKO oagHOW |P-kamepbl 1 HE MOXET ObITb Ha3Ha4YeH eLLe Kakomy-
nnMbo yCTPOWCTBY.

2. WmeeTca BblAeneHHbI NpoBangepoM BHEWHWA cTaTtudeckun |IP-agpec, KOTOpbIN
nucnonb3yeTca Ans NOAKNIOYEHNs K ceTu NHTepHeT NoKanbHOW CeTH, K KOTOPOW, B CBOKO
oyepenb, MNNaHUpyeTcs MNOAKMOYMTL OOHY WK Heckonbko IP-kamep. [Mpu Takom
NOOKIHYEHUN NCNoSb3yeTcs MaplpyTmusaTtop. MNpn 3ToM Yncno nogkroyaemMbixX kKamep
3aBUCUT, B OCHOBHOM, OT KONM4eCcTBa NepeHasHavaemMbIX MapLUpyTU3aTopoM NopToB.

3. TlpoBangep He BblAensieT BHELWHWWA cTtaTudeckun IP-agpec. IP-agpec HasHa4vaeTcs
npoBangepom AMHaMUYECKM, TO €CTb TaK, YTO MPU KaXJoM HOBOM MOAKITHOYEHUU 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumns
ocobeHHO xapakTepHa npu paboTte 4vepe3 ADSL u GPRS). B atom crniyvae, 4tob6bl
obecneunTb BO3MOXHOCTb MOAKMIOYEHUS OLHOW WM HECKOMbKUX Kamep K CeTu
MHTepHEeT, BHe 3aBMCUMMOCTM OT TOro, Kakon |P-agpec BblgeneH nposangepom B
AAHHBIN MOMEHT, HeobxoauMO 3a4enCTBOBaTb MHTEPHeT-Cnyxbbl, paboTawowue c
ANHaAMUYEeCKUMKN agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna Kk |IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbl NogpobHee.
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6.2. \cnonb3oBaHue ctatnyeckoro IP-agpeca

D,J'IH noaKI4YeHnd |P-KaMepr K CceTun MHTepHeT HeO6XOD,I/IMO N3IMEHUTb €€ CeTeBble

napameTpbl B COOTBETCTBUMN C AAHHBIMA, NMOJTYYEHHbIMU OT npOBale,epa. Kak npaBuno, npOBa|7|/:|,ep

npegoctaBnseT cnegyowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, cTaTUYecKui),

Macka nogceTn, Ceteson wno3 1 agpec DNS-cepBepa.

Ona nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy

HeO6XODMMO BbINOJNTHNTbL cnefyune waru:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

Lar 2: nameHnTe ceteBble HACTPOMKM NPOBOAHOIO coegnHeHus IP-kamepbl (CM. NyHKT 5.5

OaHHOro PyKOBOLI,CTBa) B COOTBETCTBUN C HaCTpOVIKaMM, npenocTtaBiieHHbIMU Bawum MHTepHeT-

nposangepom (Puc. 7.1).

BEWARD gy ey e S T

TokanbHele HacTtpoiitka LAN

Ayawo
Bugeo
CeTb

Wcnons3osats IPv6 [ ]
DHCP

|

Bepcun IP  IPV4 v
> OcHoBHbie P

: wacroaeem [s5 55 355 57|
> PPPOE 10A 255. 255. 255. 252
> 4G 173.194. 122 . 211
Mpeanountaems DNS | 173 194. 122. 1

A MONS | 3 . 3 . g 8

> Bonjour
o! MAC-agpec | 00-5A-21-33-03-2E

> E-mail
>

> DDNS

> UPnP

> PPTP
> RTSP
> HTTPS
> CambDrive

> Ysepomnenue

3anuce

Tpesora

CucTeMHble

Puc. 7.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kKamepa A0mkHa OblTb 4OCTYNHA B ceTn VIHTepHerT.

B npvBeaeHHOM npumepe npoBanaep npeaocTaBun creayowme AaHHble:

IP-apgpec: 173.194.122.202

Macka noagcetun: 255.255.255.252
OcHoBHOWM wWnt3: 173.194.122.211
DNS-cepBep 1: 173.194.122.1
DNS-cepBep 2: 8.8.8.8

B obwem cnyyae, ana obpaweHus K IP-kamepe vyepes ceTb VIHTEpHET B agpecHoOn CTpoke

Opaysepa BBoguTcAa cnegywowmn 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepbl,

<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucrnonb3yetcs 3HadeHne HTTP-
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nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4TOObI ObGpaTUTbCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-mopT, 3agaHHbI MO yMON4YaHuio (3HadeHne paBHO «80»),

3anpoc B agpecHoun cTpoke 6paysepa umeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.3. Ucnonb3oBaHue 4G-coegnHeHUs
[nsa nogkntodeHns ycTponcts K ceTn MHTepHeT no ctaHgaptam cBa3m 4G MCnosnb3yTcs
cneunanbHble 4G-mogembl. Cnncok nogaepxmBaemMbiX MoOLENen MOLEMOB pa3MeELLEH Ha cante

http://www.beward.ru/ B KapTo4yke ToBapa.

Hanee PacCMOTPEHO HECKOJIbKO npuMepoB MNOAOKIMIOYEHUA C WUCMOJfIb30OBaHNEM pPa3HbIX

moaenen 4G-moagemMoB.

6.3.1. NoaknrouyeHne c nomoubo moaema Huawei E3372s/E3272

War 1: nogkntounte Mogem ¢ yctaHoBneHHon SIM-kapTton Kk USB-pa3sbemMy Kamepbl.

War 2: B Be6-nHTEpPdENCE Kamepbl oTKponTe Bknagky «Hacrtponkn 4G» (Hacmpoliku —
Cemsb — 4G).

BHUMAHMUE!

Ecnu B meHio «CeTb» Bknagka «Hactpomnku 4G» OTCyTCTBYET, BbINONHUTE criegyoulee:

1) lpoBepbTe Bepcuio NpoWMBKM WU Beb-uHTepdenca kamepbl (Hacmpolku - CucmemHble —
Ungpopmauyusi). Bknagka «Hactpomku 4G» [ocTynHa, HadmHaa ¢ Bepcum npowmekn 3.1.0.1.4.18
BKITHOYMTENBHO.

2) MpoBepbTe Mogenb 4G-mogema Ha COBMECTUMOCTb C Kamepor. CnMCcoK nogaepXuBaemMblx Moaernen

MOAEMOB pa3MeLLeH Ha canTe http://www.beward.ru/ B kapToyke ToBapa.

3) MpoBepbTe BO3MOXHOCTb YCTaHOBKN 4G-COeAUHEHNS C MOMOLLbIO AaHHOro Mogema Ha Batuem MK.

LWar 3: otmeTbTe ranoykon nyHKT «BknrounTtb». B nonsx [APN] (Access Point Name - nvs
Touvkn goctyna), [JllornH] n [Maponb] BBeauTe AaHHbIE, NonyyYeHHble oT Bawero nposangepa 4G-

coeavHeHus (Puc. 6.2).
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HacTpoiku 4G

Biaounts [V]
e
o
Revons
e [
Macxa noaceT \:|
Ocvoswoiiwmos [ |
MpeanounTaemsiit DNS I:|
A wONs [ ]
WG arpec

] —

Puc. 6.2

War 4: HaxmnTte [CoxpaHuTb]. [locne NpUMEHEHUs HACTPOEK M MOAKMIOYEHUS] Kamepbl

nons ceTeBbiXx napameTpoB «IP-agpec», «Macka nogceTwu» ¥ T.4. 3anonHATCA, a B none

«YpoBeHb curHana» oyget otobpaxaTbCsi TEKYLUUIN YPOBEHb cuUrHana coeguHenus (Puc. 6.3).

Be\VARD

TokankHele
Ayauo
Bupeo
Cetb

> OcHoBHble
> LAN

> PPPOE

nP
> Bonjour
> E-mail
> FIP
> DDNS
> PPTP
> RTSP
> HTTPS
> Cambrive
> Ysepomneue

Sanuce

Tpesora

CucteMHble

HacTpoiiku 4G

BrniounTs

APN

Norwe

Mapons

IP-agpec
T—
OCHOBHOM LLIMK03
MpeanounTaemsii DNS
AnbTepHaTUEHEIR DNS
-

Yposers curnana Abu

Puc. 6.3

6.3.2. MogknioyeHne ¢ nomowbio mogema ZTE MF823

War 1: nogkniouuTe MogeMm C yctaHoBrieHHon SIM-kaptonm k Bawemy [K. [Nocne
onpegeneHns apareepa yCTponucTBa yoeamTech, YTO YyCTPOMCTBO rOTOBO K paboTe.

LWar 2: otkponte Be6-Opaysep 1 B agpecHoOn CTpoKe BBeaguTe:

http://192.168.0.1/index.html#home

Ha akpaHe oTobpa3sutcsa ctapToBoe MeHo mogema (Puc. 6.4).
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. USB-mopem «bunaviH»

Bunaun’ MegaFon 4G(LTE) Tart

Hamr

- SIM ycTaHoBnEHA

Puc. 6.4

War 3: neperigute B MeHio Hacmpoltiku — ModknroyeHue (Puc. 6.5).

@ HaCTpOM KM @ - SIM ycraHoeneHa
MegaFon 4G(LTE) Tur
HacTpoiikn noakno4eHma @
JobaenTts
HOEOE
Mootwns et o - |

MNoaxnroueHne

Puc. 6.5

LWar 4: Bbibepute npoduns «default» n Haxmute [UsmenuTs] (Puc. 6.6).
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@ H aCTpO P’I KM @ Pycckwii ~  5IM ycraHoeneHa

MegaFon 4G(LTE) Tux

Hactpoiiki noakntoveHus

ABTO3anyck
CeTb MpoTokon | |Py4 v

Wma npoduna | default
WHdopmanma IPv4 APN  internet
Coob WeHmna Pexxum IPvd DNS ABTOMaTHYECKW Bpyunyto
ObHoBAEHUE Astopuaaums IPv4 | Her .
Cﬁpoc Wmsa nonssosarens IPvd

Maponk IPv4
MpoAoAKMTENLHOCTE: m

00:00:00
Monyuenne: 06ut/c
Ornpaeka: 06uT/c

OTKAOUEHO

Puc. 6.6

War 5: B nonsx «IPv4 APN», «MUmsa nonb3oBaTtensa |IPvd» n «lMaponb IPv4» BBegute,
COOTBETCTBEHHO, UMS TOYKM AOCTYyna, NOrMH M Naposib, NofyvYeHHble OT npoBangepa. Takke Bbl
MOXeTe aKTMBMPOBATbL OMUMI0 aBTOpU3auny Npu yCcTtaHoBKe coeauHeHus (B none «Astopusauus
IPv4y»). Yka3aB Heobxoaumble napameTpbl, HaxxMmuTe [[puMeHuTb].

War 6: otkntounte 4G-moaem ot MK n nogkntounte kK USB-pasbemMy kamepsbl.

[anee BbinonHUTe wWarn 2-4 nyHkra 6.3.1.

6.4. Ucnonb3oBaHne PPPOE-coeauHeHusA

WHTepHeT-npoBangep He Bceraa MoXeT obecrneuntb NOAKIOYMEHUe no ctatudeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHudyet pgoctyn k cetm WHtepHeT uyepe3 PPPOE-
coegvHeHue. B aTom cniyyae, oH npegocTaBnseT aboHEHTY UMA Nonb3oBaTens 1 Naponb.

IP-kamepa B12CR noggepxuBaet PPPoE-coeguHeHne. [ns ero ucnonb3oBaHUs
Heo6xoaUMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawei nokansHom cetn unu Hanpsmyto K MK (cm. Masy 5).

War 2: songute B MeHto PPPoE-HacTpoek IP-kamepbl: Hacmpotlku — Cemb — PPPOE.

LWar 3: B TekcToBbIX Nonsx [[onb3oBartens], [Maponb] BBeante 3Ha4yeHUs, NofyYeHHbIe

oT NHTepHeT-npoBanaepa (Puc. 6.7).
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BE\VARD
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Puc. 6.7
War 4. Bbibepute TMN wWwundpoaHua “CHAP” wnn “PAP” ona npoBepku NOANMHHOCTM
CoeNHEeHUS.

LWar 5: Ansa npuHATUA U3MEHEHUN HaXXMUTe KHOMKY [COXpaHUTb].

BHUMAHMUE!

[lns BCTyNneHus ceTeBbIX NapaMeTpoB B cuiy TpebyeTcsl nepesarpyska ycTponCTBa.

LWar 6: nogkntounTe IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne noakntoveHus IP-kamepsl K BblaeneHHol cetn Ethernet oHa 6yneTt gocTynHa B ceTu MIHTepHeT noa

IP-agpecom, NpMCBOEHHbIM e Bawimm npoBargepom n otobpaxaemeiM B none [Agpec] (cm. Puc. 6.7).

Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmn 3anpoc: http://<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, Ha3Ha4YeHHbIn Bawwmm
nposangepomMm npu yctaHoenenmn PPPoE-coeguHenuns, <Port> — 3HadveHue HTTP-nopta (mo

ymonyaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogknioveHun Kk kamepe 4yepe3d HTTP-nopT, 3afaHHbI MO YMON4YaHUIO (3HayeHue paBHO «80»),

3anpoc B agpecHown cTpoke 6paysepa umeet Bua: http://<IP>— roe <IP> — IP-agpec kamepbl.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl B12CR



Be\«vARD I'nasa 6. Ilooknrouenue IP-kamepol k cemu Unmepnem

6.5. MNMopgkno4yeHne 4epe3 ceTb UHTepHeT K IP-kamepam, HaxogaAwmmca B

NoKanbHOU ceTun
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBnaeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokarnbHOW ceTu UCNOoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

Ona ucnonb3oBaHWs AaHHOrO MeToda MOAKMYeHUs Heobxoaumo 3apaHee npuobpectn y Bauwero
npoeangepa MYBNNYHBIA CTATUYECKWUW IP-agpec. MMposaiiaep npedocTaBnsieT, Kak Mpasurio,
ONHAMWYECKNI BHYTPEHHWW IP-agpec, KOTOpbIA OOCTYNEH TOMbkO B MOACETM nposanaepa.

MoaTomy yTo4YHMTE TUN Uchornb3yemoro Bamu IP-agpeca 3apaHee.

Ana Toro, 4Tto6bl nogkntounTbesa K IP-kamepe 13 cetn VIHTepHeT, Hago obpaTtutbcsa no IP-
agpecy, BblgaHHOMY npoBangepoMm («BHeLWHUn» IP-agpec maplipytmnsatopa), U K onpegeneHHomy
HTTP-nopry.

BHUMAHMUE!
Mpn obpaweHun n3 cetn WHTepHeT aAnsi BCEX Kamep, HaxoAsiMXcA B OAHOW JlOKanbHOW CeTw,
cyllecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). oatomy onst goctyna K 3TMM Kamepam

HeobxoOQMMO KaxaoW Ha3Ha4YUTb CBOMU rpynnbl NOPTOB.

[na aToro TpebyeTcs BbINONHUTL CneayoLme 4eNCTBUS:

o /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHom cetn (CM. nNyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rfioKarnbHOu ceTn).

e Hactpoutb yHKUMIO NepeHanpasneHuss noptoB. [aHHas yHKUuMS nossonset
nepeHanpaenaTe obpaweHnsa u3 cetn WHTepHeT K KakoMy-nnbo yCTpOMCTBY,
NOOKIMOYEHHOMY K nokansHon ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytmusaTopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ecKn nobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLipyTusaumm (nepeHanpasBneHus

nopToB):

e ucnosnb3oBaHne TexHonorun UPNP B kamepe 1 mapLupyTmusaTtope;

e pyyHas yCTaHOBKa MapaMeTpoB MepeHanpasfieHns MnopToB B  Kamepe U

MapLupyTu3aTope.

NMPUMEYAHUE!

TexHonorna UPNP gaHHON MOAENbo Kamepbl He nogaepXxusaeTcs.
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6.5.1. HacTpouka py4yHou nepeagpecaumm NnopToB MapLipyTusaTropa

Paccmotpum 3agady nogknioveHusi IP-kamepbl K ceTu WVHTepHeT C  NOMOLLbIO
mapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHcTBa (OYHKUMA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

Cuntaem, 4TO NOAKIOYEHUE MapLUpyTM3aTopa K NokanbHoW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MapwpyTusatop umeeT criegyowmn nyonuyHbin ctatnyeckuin IP-agpec, BblgaHHbIV
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLuipytunsaropa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — «BHYTpeHHu» IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MaplpyTtusatopa), «192.168.1.199» — IP-agpec kamepbl. [Ona HaCTPOMKM UCMOMb3yeMm
KOMNbIOTEP, MOAKMIOYEHHBIN K 9TOM NIOKanbHOM CETMU.

Ona nogkntoveHus |IP-kamepbl Kk ceTu WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes
KoTopble ByaeT oCyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPOWKaM 1 K BUAEONOTOKY C kamepsbl. B
NoKanbHOM CEeTW 3TWU MOpPThl MO YMOMNYaHUI UMEIDT creaywmne 3HadveHust: HTTP-nopT — «80y,
MopT gaHHbIX — «5000», RTSP-nopTt — 554.

BHUMAHUE!
Mpn obpaweHnn u3 cetn KVHTepHET Ans BcCexX KaMep, HaxoOsLMXCS B OAHOW JlOKanbHOW CEeTH,
CyLLleCTBYeT TOMbKO oauH IP-agpec (BblgaHHbIM npoBavgepom). [1oaTomy ans gocTyna K 9TuM kamepam

HEeOOXOAMMO KaXKAoW HasHa4YMTb CBOW rpynnbl MOPTOB.

,D,J'IFI N3MEeHEHNA NopTOB |P-KaMepr BbINOJTHUTE CreaywLuine DEencTBuS:

BHUMAHMUE!
MopT AaHHbIX 06A3aTenbHO AOMKEH TPpaHCNMPOBaTbCs «MOpT B NopT». COOTBETCTBEHHO, AN BCEX Kamep

Heobxogumo 3aaaTb pas3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B BeO-mHTEpdence kamepbl OTKpoWTe pasgen meHiw Hacmpoliku — Cemb —
OcHogHbIe.
War 2: Beegute B none [[MopT AaHHbIX] HOBOE 3HA4YE€HWE, OTNNYHOE OT 3HaYeHus1 Mo

ymon4yaHuio. Hanpumep, nyctb B Ka4ecTBe nopTa AaHHbIX ucnonbadyetcsa nopT «5001» (Puc. 6.8).
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LWar 3: ans npuMeHeHnst HacTPoeK HaXXMUTe KHONKy [CoxpaHuUTb|.
Takum obpasom, NopTbl Ans AOCTyna K AaHHOW Kamepe BHYTPW floKarbHOW ceTu OyayT:
HTTP-nopT — «80», MNopT gaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpon Kamepbl MOXHO BblOpaTb cneaytowme noptbl: HTTP-nopt — «80», lMopt
AaHHbIX — «5002», RTSP-nopT — «554» n T.4.

Kamepa HacTpoeHa. OcTtanocb NpaBunbHO HACTPOUTbL MapLLpPyTU3aTop.

[na HacTpoMKM MapLUpyTU3aTopa BbINOSIHUTE crneayowme AeNCTBUA:
War 1. BBeauTe B agpecHowm cTpoke Opaysepa IP-agpec mapwpytusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLIEMCA OKHE aBTOpMU3aALUUK BBEeOMTE NOTMH 1 naponb. lNocne

yOadHom aBTopm3aunm OTKPOETCS OCHOBHAsi CTpaHuLa HacTpoek mappyTtudaTopa (Puc. 6.9).

TP-LINK® 4500 Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Quick Setup
WPS
Network

Firmware Version:

3.13.27 Build 121207 Rel.61955n
Wireless

DHCP
USB Settings
Forwarding LAN
Security

Hardware Version: WR2543ND v1 00000000

!

MAC Address: 90-F6-52-75-BD-62
Parental Control

IP Address: 192.168.1.1
Access Control
Subnet Mask: 255255 2650

Advanced Routing
Bandwidth Control
IP & MAC Binding Wireless

Dynamic DNS Wireless Radio: Enable
System Tools

Name (SSID): TP-LINK

Puc. 6.9
LWar 2: Bbibepute nyHKT meHo Forwarding — Virtual Servers. B nosiBuBwemcs MeHIO

Haxxmute kHonky [Add New] (Puc.6.10).
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.10
LWar 3: po6aBbTe NpaBuna nepeHanpasnennst noptos Ansi IP-kamepsbl (Puc. 6.11). 3apanTte

cneayowme napameTpbl:
[Service Port]: ykaxute nopt, KOTOpbI ByAeT Ucnonb3oBaTbCs ANa AOCTyNa K kKamepe 13

ceTn NIHTepHeT.

NPUMEYAHUE!
Bo u3bexaHne KOHMIUKTOB He MWCNonb3yhWTe Ans nepeHanpasBneHusl NOpTOB 3aperncTpupoBaHHble

3Ha4veHus. PekomeHgyeTcs ncnonb3oBaHne noptos AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopT, ncnonb3yemMbl B AaHHbLIN MOMEHT ANA AOCTyNna K Kamepe 13

noKarbHOW CeTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, Ans KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI He TPeBYIT HaCTPOWKM.
Hob6asbTe npasuno anda nopta HTTP (Puc. 6.11).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardit Protocol: All -
- Virtua 5 Status: Enabled -
- Port Triggering
e Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.11
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LWar 4: HaxmnTe KHOMKy [Save], 4Tobbl coxpaHuTb npaswuno. MNpasuno gobasneHo (Puc.

6.12).

= 2 450M Wireless N Gigabit Router
Tp LINK WMode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.12
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.13).

- e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME Previous Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.13

LWar 6: n ewe ogHo npasuno ans lNopTta AaHHbIX (Puc. 6.14).

BHUMAHUE!
HTTP-nopTbl  RTSP-nopThl Kamep MOXHO NnepeHanpasnsaTb C NOMOLLLIO BUPTYanbHOro cepBepa, 0gHaKo

NopPTbl AAaHHbLIX Y KaMep OOJTKHbI ObITb pasHbIMU 1 TpaHCIMpoBaTbCs NOPT B NopT!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Madify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-upnp
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.14
LWar 7: ecnn Bbl ncnonb3yete HECKONbKO kamep, To Bam Heobxoaumo noBToputh Wwarun 2-6

Ansa octanbHbIX Kamep (Puc.6.15).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port IP Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 s002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.6.15

HacTponka mapLipyTtusaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb JOCTYN K Kamepe 13 ceTn NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY nNpoBangepoMm («BHeWwHUNy» IP-agpec maplipyTtmusaTtopa), 1 Ha3Ha4YeHHOMY
en nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec maplpytusaTtopa — «173.194.122.201». HTTP-nopr,
Has3HayeHHbIN Kamepe Ans nepeagpecaunn,— «81». 3HauuT, Ans obpaleHns K Kkamepe 13 cetu
WHTepHeT Heobxoanmo B agpecHom CTpoke Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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MpunoxeHus

MpunoxeHune A. 3aBoaAcCKNe YCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Lnto3 192.168.0.1
Nmsa nonb3oBatenst (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopT 80
MopT AaHHbIX 5000
RTSP-nopT 554
SMTP-nopT 25
DHCP Bbiknto4yeHo
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHune B. NapaHTMMHbIE 06A3aTeNnbLCTBA

B1. O6wue cBepgeHud

a) lMepepn nogkntoyeHnem obopyaoBaHMs HEOBXOANUMO O3HAKOMUTBLCHA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) YcnoBusa akcnnyataumm Bcero obopynoBaHust AomkHbl cootBetcTBoBatb OCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPOMUCTBA).

B) [lNs1 NOBbIWEHNS1 HAAEXHOCTM paboTbl 060pyaoBaHUS, 3aLmTbl OT BPOCKOB B NUTAIOLLEN
cetn n obecneyeHna GecnepebOMHOrO NMUTaHWs cnegyeT WUCNoNb3oBaTb CeTeBble UMbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

B2. OneKkTpoMarHMTHasi COBMeCTUMOCTb

3710 060opynoOBaHME COOTBETCTBYET TpebOBaHMAM SfEKTpOMarHUTHoM coBmectumoctn EN
55022, EN 50082-1. HanpsbkeHne pagumornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[lomKkHO COOTBETCTBOBATL NapameTpaMm, yka3aHHbIM B PykoBoACTBE MO aKcnnyatauun ans
KOHKpeTHoro yctponcrtea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHUA — 3TO
nepemeHHoe Hanpskenve 220 B +10%, uyactoton 50 Iy +3%. [Ona ycTpOWCTB C BHELHUM
CTabunManMpoBaHHbIM aganTepoM MUTaHUA — UCTOYHUK nutaHus 5 B 5% wunm 12 B £10%

(HanpskeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHue

Bce yctponcTtea, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObiTb 3a3eMneHbl NyTem
NOAKMIYEHNss K crneunanbHbiM pO3eTKam  3MNEKTPONUTaHus C  3a3eMSIeHMeEM WK - nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1  Kopriyca, €CnuM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble anemMeHTbl. 3a3eMneHne 3neKkTPonpOBOAKM 30aHUSA OOMKHO ObiTb BbINOMHEHO B
cooTBeTCcTBMM ¢ TpeboBaHnamu MY3I (Mpasuna YcTponctea OnektpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMWM Onokamn NUTaHWs U aganTepaMy TakkKe OOSMKHO ObiTb 3a3eMreHO, ecnu 3To
NpeaycMOTPEHO KOHCTPYKUMEN KOpryca WM BUSKM Ha LIHype nuTaHusa. MOHTax BO3AYLUHbIX
NIVHUIA  3neKkTponepesayn u JVMHWUIA, NPOKNaAblBAaEMbIX MO HaPYXXHbIM CTEeHaM 30aHUA U Ha
yepaakax, OOmKeH ObiTb BbIMNOSTHEH 3KPaHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U JIMHUN
OOIMKHbI ObITb 3a3eMrneHbl C ABYX KOHUOB. [lpyyem, ecnv OOguH KOHeL 3KpaHa nogkniyvaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMMeHuio 4yepes

paspsiaHuIK.
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMS MO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHnii n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NWHUIA, UOYLWIMX MO HApPY)XHOW CTEHe
3[4aHUN 1 NO YepAayHbIM NOMELLEHMSIM, Ha BXxogax obopyaoBaHWs OO0SMKHbI ObITb YCTAHOBMEHDI

yCTpOVICTBa MOJTHNEe3alnTbI.

B6. Temnepartypa 1 BNaxHOCTb

MakcrMMmanbHble M MUHUManbHbIE 3HAYEeHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BnNaxHoctn, Bbl MoxeTe MOCMOTPETb B  TEXHWYECKOM OMUCAHWN  KOHKPETHOrO
obopynoBaHusa. MakcumanbHasi paboyass TemnepaTtypa — 3TO TemnepaTypa, Bbille KOTOPON He

OOJDKeH HarpeBaTbCA Kopnyc yCTpOIZCTBa B npouecce ANNTenbHOM pa6OTbI.

B7. PasmelleHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cMm cBOGOAHOroO
npocTpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TENEeKOMMYHMKALUMOHHBLIA  WKad wunmM CTOWKy JdofmvkHa ObiTb  obecnedeHa Heobxogumas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs YyCTaHaBnmMBaTb B WKady cneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXKalLlero BO3gyxa W BEHTUMNAUMA OOMKHbl obecneymBaTtb
HeobxoOuMbIA  TemnepaTypHbin  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKUMU
XapaKTEPUCTUKaMMN KOHKPETHOro obopyaoBaHms).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Cneayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Barn, arpeccmuBHbIX cpes.

B) B nomeweHun, raoe ycraHaBnuBaeTca obopyaoBaHue, He [OMMKHO OblTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmellartb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OfHOro pasa B
rog C Uenbio yaaneHuss n3 Hero nbeinv. 3To no3sonut obopygoBaHuio paboTtaTb 6e3 cboeB B

Te4yeHune npoaomknTernibHOro BpemMeHu.

B9. NMoakntovyeHne nHtepdencos
O6opyanoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUMM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnumyHbiX KOHUrypaumsx n obrnactax NpUMMEHEeHUs, U He AaeT HUKaKOW rapaHTum,
yTo obopynoBaHme obs3aTenbHO GygeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMWU KIMEHTA Mpu
€ro NpMMeEHEeHUN B crneunguyecknx Lensax.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusa (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HUKLLEM B pe3ynbTaTe:

a) HecobntoaeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HaApYLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MeLLEHWNIO, MOAKMYEHMIO U SKCMnyaTaumm;

) HENpPaBUITbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU WX
napaMmeTpbl BbIXOASAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumndmrkaumen Ha gaHHoe obopygoBaHue;

X) BO3OEWNCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO WU

T.M.).
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MpunoxeHune C. NpaBa u nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2017.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyanoBaHnsa MoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayTt paboTaTb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTUn U NpeacTaBrieHun,
noapasymMeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuK, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crieundmyeckmnx uensax. OO0 «HIMM «besapa»
NpUAoXnno Bce ycunus, 4tobbl caenatb 310 PyKoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCHA M OOMOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputensHoro yBegomnenus. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a Ntobble NOrpeLlHOCTH, KOTOpble MOTyT COAEepPXaTbCA B 9TOM
PykoBogctee. OO0 «HIIN «beBapa» He GepeT Ha ceba OTBETCTBEHHOCTM U HE 4aeT rapaHTui B
BbiNycke OOHOBMNEHWA WM COXPaHEHUN HEW3MEHHOW KaKOM-NMOO MHdopMaumm B HacTosiLem
PykoBogcTtBe no akcnnyaTauum, M ocTaBnsieT 3a cobon npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B Nnioboe Bpemsi 6e3 npeaBapuTesnibHOro
yBegomneHus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMiO, KOTopas siBNsieTcs
HEeNpaBWUNbHOM WU  HENOSIHOW, WM BBOAWUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

Nnpun3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxXeHnd.

C3. Npenynpexaennsa FCC

910 06opyaoBaHMe BbINO0 NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHMSAM
NONOXeHUss O LMUMPOBLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpaBun
®epepansHon komuccun no ceasm (FCC). Otn orpaHudeHus 6binv paspaboTaHbl B Lensx
obecneyeHns 3aWwmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb MNPU MCMOSb30BaHUN
obopynoBaHNa B KOMMepYECKUX uenax. 3To obopyaoBaHMe MOXeT u3nyyaTb, reHepupoBaTb U
MCNonNb3oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnm gaHHoe o6opypoBaHue 6yper
YyCTaHOBMEHO W/unn BygeT ncnonb3oBaTbCA C OTKNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHoOBKE B KUMoN
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTtom crnyyae Bnageney 6yanet o6si3aH McnpaensTb

nocneacTsns Bpe4HoOro BO34enCTBUS 3a CBOW CYeET.

C4. NpepynpexpeHne CE
OTO YyCTPOMUCTBO MOXET BbI3blBaTb PagnoNoOMexXmM BO BHELUHEM OKpy>XeHun. B aTom cny4yae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. Noagepxka
Ona nHpopmaumm OTHOCUTENBbHO CcepBUCa W MOAAEPXKKW, MOXanynucra, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MoXxeTe HanTu Ha cante

http://www.beward.ru/.

Mepen oGpaweHvemM B cnyxby TexXHU4EeCKOMW nNoAAEepXKKW, noXxanymcra, NOAroToBbTe
cnenyoLyo MHopMaLumio:

¢ TouHoe HanmeHoBaHue 1 IP-agpec Bawero obopygoBaHus (B criydae npunobpeTteHus
IP-o6opyanoBaHus), AaTa NOKYMKK.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowuBkM M 4epe3d kakoe obopydoBaHwe paboTano yCTPOWCTBO, Korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHSaTblie And camoCTOATENbHOMo
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YUem nonHee OypeT npeactaeBneHHas Bamu uvHdopmaums, Tem ObicTpee Hawm

cneunanncTtbl CMOryT NOMOYb Bam pewnTb npo6neMy.
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Mpunoxenune D. Mnoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensembin MNMapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeammnHbix cnyx6 3G UMTS.
MHorvne coBpemeHHble MOGUINbHbIE TenedgoHbl MMEeKT yHKUUKM 3anncyM U NpocmoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), WUCMOMb3yeMoro Ang ux
co3gaHus. Beb-6pay3epbl MOryT ynpaBnsaTb anemeHTamm ynpasneHus ActiveX, OOKymeHTammu
ActiveX wn cueHapusammn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acTto 3arpyxawTtca WU
WHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHONOrMA He
SIBMISIETCS KpoccnnatopMeHHOM U nogaepXueaetcs B nofiHoM oobeme Tonbko B cpege Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummetpuyHasa uudpoBas
aboOHeHTCKasA JWHUSA) — MOAEMHas TEXHONorns, npeBpallalollas aHarnoroBble CUrHanbl,
nepegaBaemMble MOCPEACTBOM CTaHAAPTHOM TenedOoHHON NHUN, B LMAPOBbIE CUrHarsbl (MakeTbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o630opa — 370 yrosn, KOTopbIi 06pa3syoT ny4dn, CoequHAOLME 3a4HIOK TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpaxxaeTca B rpagycax. OOblMHO yron 3peHust u3MepsaeTcss Ha nuH3e, (POKYyC KOTOpou
yCTaHOBIEH B GECKOHEYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTnBbl AENAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCEro Ucnornb3ylTca Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n 6onblwe. HopmanbHble 00bEKTUBLI MMEKT yron 3peHust oT 45 no 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [potokon onpegeneHus apgpeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpefHasHayYeHHbIn Ons
onpeaeneHnsa agpeca kaHanbHOro YpOBHS NO M3BECTHOMY afpecy CETEBOro ypoBHs. HanbonbLlee
pacnpocTpaHeHe 3TOT NPOTOKOM nony4ymn Grnarogapsa NoBCeEMECTHOCTM ceTen |P, noCTpOeHHbIX
nosepx Ethernet. 3T1oT npotokon wucnonb3yetca ana ceasum |IP-agpeca ¢ MAC-agpecom
ycTporcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTcTBYIOWMM IP-agpecy.

Aspect ratio /| ®opmaT 3KkpaHa — 3T0 (popmMaTHOE OTHOLLEHME LUMPUHBI K BbICOTE KaapoB.
O6wwun cbopmat kagpa, WCNOMb3yeMbll ONA  TENEBU3MOHHbIX 3KPaHOB UM KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaenseT 4:3. TenesngeHue Bbicokon YyeTkocTn (HDTV) ncnonesyet popmat kagpa
16:9.
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Authentication / AyteHTudpmkauma — npoBepka NPUHAZNEXHOCTU CyObekTy AocTyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuvHHoctn. OguH m3 cnocoboB
ayTeHTMdurKauMm B KOMMbIOTEPHOW CUCTEME COCTOUT BO BBOAE BaLlero MNosib30BaTENbCKOro
naeHtTndukaTopa, B MNPOCTOPEYUN HasbiBAaeMoro «sormHom» (login — perucrpaumoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMK, 3HaHMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. Monyyms BBEAEHHbIV NONb30BaTENEM JTIOMMH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneuuanbHon 6ase

OaHHbIX, K1, B Clly4Hae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOperynupyemas guadparma) — 310 aBToMaTMyeckoe perynmpoBaHme
BENUYMHbI AnadpparmMbl ANA  KOHTPOMSA KONMYecTBa CBeTa, Mnonajatowero Ha matpuuy.
CywectByeT OBa BapuwaHTa aBToMaTudeckon perynupoBku awnadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepegayum gaHHbIX) — OyKBaNbHO, CKOPOCTb NPOXOXAEHUS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb30BaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTH
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMauum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopmMauuns).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKW, KOMNEeHcauus
3agHero cBeTa). TUNWYHbBIA NpUmMep HeoBXoAUMOCTU UCMNONb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 06LLy0 OCBELEHHOCTb CLEHbI,
«BMOUMON» Kamepon vepe3 obbekTMB. COOTBETCTBEHHO, Manas durypa 4YenoBeka Ha 00sbLIOM

..

CBEeTNIOM (pOHE OKHa BbINbLETCHA B UTOre "3acBeTkon" BCcen kapTUHKK. BkntoyeHne dyHkumm «BLC»

MOXeT B MOAOBHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTtokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (Cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTca
ANS MCNONb30BaHMs B NOKanbHbIX CETSAX U UCMONb3yeT cBeAeHus (3anucu) B crnyxbe AOMEeHHbIX
nmén (DNS) ans obHapyXeHus Opyrmx KOMMbIOTEPOB, PaBHO KakK W MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B BnvkanemM CETEBOM OKPY>KEHUM.

CIDR / becknaccoBasa agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunm, No3BoNALWMIN rmMbKo ynpaenaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHWE Pa3fMyHbIX

MacoK noAceTen K pa3nuyHbiM NoaceTAM.

CCD / N3C-maTpuua — 3TO CBETOYYBCTBUTENbHbIN 3fIEMEHT, UCNOMb3YIOLWMINCA BO MHOIMX

LUMGPOBLIX Kamepax U NpeAcTaBnsioWmnii cobor KpyrHY MHTErpanbHyl0 CXemy, COCTOSILLYIO W3
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COTEH TbICAY 3apsidoB (NUKcenewn), KoTopble NpeobpasyroT CBETOBYH SHEPIMKO B 3NEKTPOHHbIE

curHanbl. Pasamep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EaMHbin wn30BbIN  UMHTepcenc) — cneundbukaums, onpegensiowias
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX POPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanfIooOKCUAHbIA NONYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeMbI TWUM MNOMYNPOBOOHMKA,
KOTOPbIA WUCMNONb3yeT Kak OTpuUaTenbHYl0, TaK W MNOMNOXUTENbHYI 3NEKTPUYECKyo Lenb.
MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT ObiTb BKNoYeHa B Ntoboe gaHHOe Bpems, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3NEKTPOIHEPTMN, YEM MUKPOCXEMbI, UCNONb3yoLme
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKpPOCXeMax
cogepxart cxembl 06paboTkM, OOHAKO 3TO NPEUMMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorus, npumeHsiemas Ans
Ha3HayYeHWs1 MOCTOSIHHOIO JOMEHHOIO MMEHU YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKONUTENIO) C
AOnHamunyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npyv yganéHHOM [JocTyne 4epe3 Mogem). [Opyrne mawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuMHaMuyeckow
KOHcburypauum ysna) — 3T0 CeTeBOW MPOTOKOS, MO3BOMSIOWMNIA KOMNbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no MoAenu «KNMeHT-cepBep». [ns aBTOMaTMYECKOW KOHUrypaumm
KOMNbIOTEP-KMMEHT Ha 93Tane KoHdurypaumm ceTeBoro ycTpomctBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbli nepuod BpemMeHu. [JaHHylo OYHKLMIO NoAOepXMBaloT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LiucppoBoe yBenunyeHue — 370 yBenvyeHne pasmepa kagpa He 3a cueT
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA NOMAYyYEHHOro ¢ MaTpubl n3obpaxeHns. Kamepa Huyero He
yBENMNYMBAET, a TOSMbKO BbIPE3aeT HYXHYK 4acTb M300paxeHus u pacTarmBaetr ee Ao

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKke JOMEHbl MOTyT ObITb UCMOMb30BaHbI
OopraHmsaumsiMM, KOTOpble XOTAT LEHTPanu3oBaHHO YNpaBnsaTb CBOMMM KOMMbiOTEpaMu (Ha
KOTOPbIX YCTaHOBMEHblI onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTternb B pamMkax

[IOMeHa Mofy4yaeT Y4YeTHYl 3anucb, koTopass OObIYHO paspeluaeT 3aperucTpuposaTbcs U
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ncrnonb3oBaTtb NOOON KOMMbOTEP B AOMEHE, XOTsi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb

HanoXeHbl  orpaHuyeHusi. CepBepoM [OOMEHHbIX MWMeEH SIBRsieTcs  cepBep, KOTOpbIf

ayTeHTUdMUMPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHas TexHonorus nepegayvn AOaHHbIX MPenMyleCTBEHHO B JOKallbHbIX
KOMMbKOTEPHbIX CEeTAX. CTaHD,aprI Ethernet onpegendarT npoBoaHble COeAUHEHUA U
ANEeKTpnu4eckme curHasrnbl Ha (bVI3I/ILIeCKOM YpOBHE, cbopmaT KagpoB M NPOTOKOJIbl ynpaBlieHUA

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackume ycTaHOBKM MO YMOMYaHUIO — 3TO YCTaHOBKW,
KOTOpble n3HavanbHO UCMONb30BaHbI 4115 YCTPOMCTBA, KOrga OHO OTrpy)XaeTcsi ¢ 3aBoa B NepBbi
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno ymMonyaHuto, TO 3Ta (OYHKUMA NpuMeHMMa ansa G60onblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObIN N3MEHEHBI NoMb30BaTENEM.

Firewall / Bpangmayap — 6paHamayap (MeXceTeBOW aKpaH) paboTaeT kak Gapbep mMmexay
ceTaAMMW, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONMbKO 3aperncTpMpoBaHHbIM Nonb3oBaTensamMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpaHgmayaspom moxeT 6bITb MporpaMmHoe obecneveHne, paboTarollee Ha KOMMNbTeEpe,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHoe YCTPOMCTBO.

Focal length / ®oKkycHoe paccTtosiHMe — u3MepsiemMoe B MUINUMETpPax OKyCHoe
paccTtosHne o6beKTMBA Kamepbl, onpegensitowee LWMPUHY ropu3oHTanbHON 30HbI 0630pa, KOTopoe
B CBOI ouvepedpb n3mepsdeTcsa B rpagycax. Onpenensaercsa Kak pacCToaHMe OT NepeaHen rnaBHOM
TOYKM OO nepegHero gokyca (ansa nepegHero OKYCHOrO pacCTOSHMSA) M KaK pacCTosiHue oT
3aHen rmaBHOM TOYKM A0 3agHero cokyca (4ns 3agHero oKycHoro pacctosaHums). Mpu atom, noa
rmaBHbIMM TOYKaMM NOAPA3yMEBATCA TOYKM MepecedeHus nepefHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagpoBas yacTtoTa — KONMYecTBO KaapoB, KOTOpoe BuaeocucTeMa (KOMMbIOTEPHast

urpa, Tenesusop, DVD-nneep, Buaeodann) BblaéT B CEKyHAY.

Frame / Kagp — kagpom sBnsieTcd nonHoe BuaeousobpaxeHue. B dopmate 2:1
YyepeccTpoyHon  paseépTkn uHTepdenca RS-170 u B opmatax MexagyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoBELLaHUIo, Kagp cos3daeTcs M3 ABYX OTAerNbHbIX obnacrten
NNHUIA YepecCTPOoYHOW pasBepTkn 262.5 nnn 312.5 Ha yvactote 60 unu 50 My Anga Toro, YTOoGHLI
chopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0ToBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
Buaeokamepax C NPOrpecCUBHOM pPasBEPTKON KaXabl Kagp CKaHUMpYeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; 6ONBLUMHCTBO M3 HNX OTOBpaxaeTca Ha yactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / [lpoTokon nepegayun ¢annoB) — 3TO MNPOTOKON

NPUoXeHWs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannamm  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsert

noaknodaTbes K cepsepam FTP, npocmatpmBaTb COAepKMMOE KaTanoros 1 3arpyxatb ansbl ¢
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHoCUTCS K NpOTOKONaM MpUKNagHoOro ypoBHS U ANs
nepegayn gaHHbIX UCNOSb3yeT TPaHCNOPTHLIN NpoTokon TCP. KomaHabl 1 gaHHbIe, B OTniMyne OT
GonbLlUMHCTBA ApYrMX NPOTOKOSOB rnepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHbelx, nopt 21 - Ang nepegaym komang. MNopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corfiacoBaHuA.

Full-duplex / MonHbIn Aynnekc — MOfHbIA Aynfekc npeacTtaensdetr cobown nepepady
AaHHbIX OAHOBPEMEHHO B [BYX HanpasneHusx. B cucteme 3ByKOBOCNPOM3BEOEHUS 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cUcTeMaMu. Takke nonyaynnekcHas cBs3b obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHU 3a OOWH pas.

G.711 — crangapT gnsi npeacraeneHnsa 8-omtHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoadpchbumumeHT yecuneHmsa — koadppuumMeHTOM yCeuneHnsa asnsetca KoapgpuumneHT
YCUNEHNss W 3KCTEeHTa, B KOTOPOM aHarnoroBbli YCUNUTENb YCUNUMBAET Cuny curHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXkaloTcsi B eanHmnuax molHocTu. Jeunben (ob) sensetca

Hanbonee ynotpebutenbHbIM CNOCOO0OM 4N N3MEPEHNSA YCUIIEHNSA YCUNUTENS.

Gateway / MexceteBOoM WNKO3 — MEXCETEBLIM LUMO30M 4SBMASETCA CeTb, KOTopas
OENCTBYET B KAYecTBe TOYKM BXxoda B ApYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepBep
KOMNbIOTEpPA, OEUCTBYIOLLMIA B KaYeCTBE MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOMW 3alnTbl. MexceTeBOW LUM3 YacTo CBSA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyaa HanpaBnsaTbh NakeT AaHHbIX, KOTOPbIA NPUXOOUT B
MEXCETEBOW LUMIO3, TaK U KOMMYTATOPOM, KOTOPbIA NPefoCTaBnaAeT UCTUHHbIA MapLupyT B U U3

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — 370 MeXayHapoAHbI CTaHOapT KOAMPOBaHWUS ayavo M BUAEO, (Apyroe Ha3BaHue
'"MPEG-4 part 10' unn AVC (Advanced Video Coding)). [laHHbI cTaHOapT CcoOaepXuT pag HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTESNBHO MOBBLICUTL 3A(PEKTUBHOCTL CXaTus BMAEO MO
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUyo MMBKOCTL NPUMEHEHNs B pa3sHOObpasHbIX ceTeBbIX cpedax. Mcnonb3yetcsa B LMPOBOM

TenesnaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux apyrmx obnactsix LmgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepega4n runeprekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- WU APYrMMU

MynbTumegua cavnamm) B cetu. lNpotokon HTTP sBnseTca npoTOKONOM BbICLIEr0 YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTtcd 0O NONyyYeHus

noateepXxXaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwWwéHHbIA NPOTOKON nepepayun
runeprekcTa) — pacwumpeHue npotokona HTTP, nogaoepxuBatowee wudppoBaHue. [daHHble,
nepefaBaemble no npotokony HTTP, «ynakosblBaloTCA» B KpunTtorpadgpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTcs 3alumnTa 3TUX gaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4anuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOM KOHLEHTpPATOP - CETEBOMN KOHLIEHTPATOP UCMONb3yeTcs Ans NogknyeHns
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLIEHTpATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOMbKO nNepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneunanbHO npeaHa3Ha4vyeHo and Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpOTOKON ynpaBrisilOLMX
coobuweHun) — ceTeBor MpPOTOKON, BXogswmn B ctek npotokonoB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Ans nepegadv coobuleHuMn o6 owmnbKax M OpYrux UCKMYUTENBbHBbIX CUTyauusx,
BO3HUKLLMX NPV Nepeaaye AaHHbIX, HanpMMep, 3anpawmBaemasi ycryra HegocTyrnHa Unn xXocT unm

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Ctanpgapt IEEE 802.11 — 570 ceMelCTBO cTaHAapToB Anst 6ecrnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 noggoepxmBaeT nepedady OaHHbIX Ha ckopoctn 1 mnm 2
M6wut/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepegadn AaHHbIX 11
M6wuTt/cek Ha nonoce 2.4 [Ty, B TO BpeMsa kak ctaHgapTt 802.11a no3BonsdeT 3agaTb CKOPOCTb A0

54 MbwuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouHas pasBepTka — 3TO BMOEO3aNUCb CO CKOpPOCTb 50
n3obpaxeHnn (Ha3biBaeMbIX NONSAMM) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeauHsawTca B 1 kagp. YepecctpodHas passepTka Obina paspaboTtaHa
MHOrO NeT Ha3aj Afs aHanoroBoro TeNeBUAEHUS N A0 CUX MOop LUMPOKO npumeHsieTca. OHa paet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUs B CTaHO4APTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs.

Internet Explorer (IE) — cepusa 6pay3epoB, paspabaTbiBaemas koprnopauuen Microsoft ¢
1995 roga. Bxoaut B KOMMMEKT onepaunoHHbIX cuctem cemencrea Windows. AsnseTtca Hanbonee

LLUMPOKO MCMNonb3yemMbiM BeD-6paysepom.

IP 66 (Ingress Protection) — aTo cTaHgapT 3awmuTbl 060pyAOBaHWSA, KOTOPLIA ONUCbIBAET
nblfie- U Bnaro- 3awuty kamepbl BuaeoHabnogeHus. lNepBas umdpa obo3HavaeT ypoOBeEHb
3almMTbl OT nonagaHus TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3HayYaeT NOMHoe UCKIYeHue

nonagaHus nbinun). Btopasi uudpa ob6o3HayaeT ypoBeHb 3alWTbl OT MONafaHus XUOKOCTEN
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOOAHbIX MOTOKOB BOAbI Ui BpeMeHHOM 061'IVIBaHVIVI.)

IP-kamepa — uUMdpoBas BuAeokamepa, OCOBEHHOCTbIO KOTOPOW SIBRSieTCs nepeaada

BugeonoToka B undgposom dpopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu cportorpachmmn) — ogovH M3 NONYNSPHbIX rpadumyeckmx GopmaTos,
NPUMEHSIEMbIN ANs1 XpaHEHMT OTOM3006paKkeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHmm
n3obpaxerma JPEG nmeeTcsi BOSMOXXHOCTb HACTPOWMKM MCMONb3yeMOro koddduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KOIPUUMEHTE CXKaTua (T.e. CaMOM BbICOKOM KayecTBe)
yBenuumnBaeTca obbem banna, cyuwecTsyeT BbIOOp MeXay KayecTBOM n3obpaxeHusa n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3To0 Mepa n3amepeHns CKOpocTu NOToKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo outoB npoxoaaT 3agaHHYHK TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCNUTENbHAA CeTb) — KOMMNbLIOTEPHAA CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYID TEPPUTOPUIO UNN HEBONbLLYIO rPyNny 34aHUA

(aom, oduc, bmpmy, MHCTUTYT), TO ECTb ONPeaeneHHY0 reorpadunyeckyo 30Hy.

Lux / Jlrokc — eavHuLa namMepeHusa ocsellieHHocTU. OnpeaenseTcs Kak OCBELLEHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 nomeH. Mcnonb3yeTcs ans 0603HaYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTtHbIi agpec ycTpomucTBa) — 370
YHUKanbHbIN nOeHTUdUKaTop NPUCOeaMHEHHOro K CeTU YCTPOMCTBA UK, TOYHee, ero nHtepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / M6uT/cek) — 3T0 Mepa U3MEpPEHUs CKOPOCTU MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYI0 TOYKY. QTOT napameTp 06bI4HO
ncnonb3yeTtcsi, 4Tobbl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AofmkHa paboTtaTb Ha

ckopoctn 10 unmn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpoBbIl MeTOL BMAEOCKATUSI, OCHOBHOM OCOBEHHOCTLIO
KOTOPOro SIBNSETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAOEOMNOTOKA C MOMOLLLI anroputma
ckatna wusobpaxenHmn JPEG. TMpu cokatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4nNTbIBAETCA.

MPEG-4 — 3T0 MeXayHapoaHbl cTaHaapT, UCMOMb3yeMblil NPenMyLLLECTBEHHO ANS cXaTng
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMOMb3yeTcs ANd BeLaHus
(noTokoBOE BMAEO), 3anUCKM PUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMpOKOBeELLaHNA, B KOTOPbIX aKTUBHO UCNONb3yeTCA CXaTue Ll,VId)pOBbIX BUOEO M 3BYyKa.
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Multicast / T'pynnoBas nepepa4a — crneumanbHas oopMa LUMPOKOBELLLAHUS, NPU KOTOPOM

KONMM NakeToB HanpaBndaAlwTCsa onpedenéHHoMy nogMHOXeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKLWNMKN CBA3b MeXAY WCTOYHMKOM W OOHWUM nonydvaTtenem,
CYLLLECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOCkINan uHpopmMaumo cpasy
roynne nonydatenen. [lpu TpaguuuoHHon TexHonornn |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenset cobon paclwimpenne IP-
agpecauuu, No3BosisoLLee HanpaBUTb OAHY KONUIO NakeTa cpady BceM nonyvarenam. MHOXeCcTBO
nonyyaTernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpeTHON rpynne. Paccbinky
OIS KOHKPETHOW rpynmbl NOMy4atoT TOMbKO YreHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLweCcTBEHHbIX MPENMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOM CNOCOBHOCTM CceTu. 3HauMTeNbHO COKpallaeTCsl Harpyska
Ha nocbiNnalvWwun cepBep, KOTOpbIi OGonblle He [AO0MKeH noadepXmBaTb  MHOXECTBO

[ABYXCTOPOHHUX COeaUHEHWIA.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTn HeobXoauMbl: MNOoaOepXKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHasa nogaepxka npotokona IGMP
ANA OTNpaBKK 3anpoca O NPUCoeaUHEHUN K rpynne U NosydeHur rpynnoBoro Tpadvka, Noaaepxka
rpynnoBon agpecaumm CeTeBOM KapTOW, NpUroXeHue, UCNosb3ylowee rpynnoByo agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonornma «MynbTuKacT» ucrnonb3yeTt agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckas M AuHaMudeckas agpecauusi. [Npumepom
cTtaTudeckmx agpecosB angatTcsa 224.0.0.1 — agpec rpynnbl, BKkrovawowen B ceba Bce ysnbl
nokanoHon cetn, 224.0.0.2 — BCe MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLIpyTUsauun u  Opyrux
HU3KOYPOBHEBLIX MPOTOKOMOB MOAAEPXKW rpynnosBon agpecauun. OcTanbHble agpeca
OWHAMUMYECKM  UCMOMb3YKTCA  NpunoXxeHuamu. Ha  cerogHAWHW  geHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMUBAIOT 3TY ONUMIO (B MEHIO 0ObIYHO eCTb onums, paspewatowasa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lMpoTokon CUHXpPOHM3aLUM BPEMEHU) — CEeTeBOW
NPOTOKON ANsi CUHXPOHM3AUUN BPEMEHM C ucnonb3oBaHnem ceten. NTP ncnonb3yeT gnsi cBoeu

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — crangapt NTSC
SIBMSIETCH TENEBM3MOHHBLIM 1 BuaeocTangapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacrneson ctaHaapT, onpeaenstowmun

NPOTOKOMbl B3aUMOAEWNCTBUSA TaKMX YCTPOWCTB, Kak IP-kamepbl, BUAeOperncTpaTopbl U CUCTEMbI
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ynpaseneHna Bugeo. MexayHapogHbelh (opym, CO3fgaBlUMA - OaHHBIA - CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTku U pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBM3noHHbIN cTtaHpapT PAL) — TeneBu3MOHHbIN
ctaHgapT PAL saBndaetcs npeobnagarlowmm TeneBM3MOHHBbIM CTaHAapTOM B cTpaHax Esponbl.

TeneBunanoHHbIM ctaHaapT PAL goctaenseT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NMutanne 4yepes Ethernet) — TexHonorus, nossonstoLias
nepegaBaTb yAanéHHOMY YCTPOMCTBY BMECTE C [aHHbIMWU JMEKTPUYECKYIO 3SHEpruio 4depes

cTaHgapTHYto BUTYHO napy B ceTu Ethernet.

Port / Mopt — wuvaeHTMOUUMPYEMBI HOMEPOM CUCTEMHLIN pPECYPC, BblAENSIEMbIN
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AS1 CBA3W C MPUMOXKEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CETEBbLIX XOCTax (B TOM YMCIE C APYIMMU NPUNOXKEHUSMU Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CEPBEPHON MOAENU NpUNoXeHne nNnbo OXuaaeT BXOASLWMX OAHHbIX
UM 3anpoca Ha coeauHeHue («crywaeT nopT»), NMbo nocblaeT AdaHHble WK 3anpoc Ha

COEeAMHEHNE Ha U3BECTHbIM NOPT, OTKPbLITHIN NPUNOXEHNEM-CEPBEPOM.

PPP (MpoTokon ABYXTOYEYHOr0 COEAMHEHMUA) — T[POTOKOM, MNO3BONSAIOLLNIA
ncrnonb3oBaTb MHTEpPdENC MNOCnedoBaTENbHON nepegayn ansi CBsA3M Mexay ABYMsSI CETEBbIMM

ycTponcteamun. Hanpumep, nogkntoyveHme MK kK cepBepy nocpeacTtBoM TeNedOHHON SIMHUN.

PPPoOE (Point-to-Point Protocol / lpoTokon coeAnHeHUs «TOYKa - TOYKa») — NPOTOKON
Ons  nogknioyeHna  nonb3oBaTenen cetu crtaHaapta Ethernet k WHTepHeTy uyepes
LUMPOKOMONOCHOE CoeaAnHeHne, Takoe Kak NuHua DSL, 6ecnpoBogHOE YCTPOMCTBO UK KabenbHbIn
mogem. C nomoulbto PPPOE 1 LuMpokononocHoro Mogema nosib3oBaTtenn nokanbHOW ceTn MoryT
nony4atb OOCTYNn C MHAMBMAOYaNbHOW MPOBEPKON MOANMHHOCTM K BbICOKOCKOPOCTHLIM CETSM
OaHHbIX. ObbeauHaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneynBaeT 3EKTUBHLIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaaNEeHHbIM CepBEPOM

OnA KaXXaoro nornb3oBaTternid.

Progressive scan / lMporpeccMuBHOe CKaHMpPOBaHUE — 3TO TEXHONOMMS NpeacTaBneHus
KaapoB B BWOEOHAOMOAEHUMU, NPU KOTOPOW KaXKablA Kaap BOCMPOW3BOAUTCS MO OAHOW NMUHUK B
nopsigke WX pasMeLlleHnss Kaxkayr LecTHaguaTylo [OM  CcekyHabl. To ecTb cHadvana
nokasblBaeTcs NMUHKUA 1, 3atem 2, 3ateMm 3 1 Tak ganee. Takum obpasom, nsobpaxeHune He bbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyyae nNonHOCTbO McyesaeT 3hdekT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BUAeO nony4yaeTca ©onee BLICOKMM.

RJ45 — yHMUUMPOBAHHbBIM pas3béMm, WUCMNOMNb3yeMbl B TeNeKOMMyHUKaumax, umeet 8

KoHTakToB. MicnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.
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Router / MapwpyTtusarop — 370 yCTPONCTBO, KOTOPOE onpeaensieT TouKy Gnukanwen

CeTu, B KOTOPYI MakeT AaHHbIX AOMKeH OblTb HampaBneH Kak B CBOW OKOHYATENbHbIA MYyHKT
HasHayeHns. MaplwpyTmu3aTtop co3gaeT W/wnuM  noadepXkuBaeT — crnieuumanbHyto  Tabnuuy
MapLUpyTMU3aLMmK, KOTopasi CoXpaHsieT MHopMaLMio, Kak TONMbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KayecTBe 4YacTU CEeTeBOro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN NPOTOKON B peXUmMe peanbHOro
BpeMeHMu) — 310 npoTtokon IP ona nepefayv gaHHbIX (Hanpymep, ayguo vnv BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, Heobxoanmble 4ns
BOCCTAHOBIIEHUA rofloca unu BuaeonsobpaxeHus B NPUEMHOM y3re, a Takke [aHHble O Tune
koauposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke fJaHHOro NpoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTn napameTpbl NO3BONSIOT NPU MUHUMANbHbIX
3agepxkax onpegenutb MNOpPsSAOK M MOMEHT [OeKOAMPOBaHUS KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb NMOTEpPsiHHbIE NakeTbl. B kayecTBe Hwkenexailero nNpoToKona TPaHCNOPTHOro

YPOBHS, Kak NnpaBuno, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKOS YNpaBfeHusi, KOTOPbIN CAY>KUT OCHOBOW ANS cOorfacoBaHus
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnn ogHoagpecHon nepegayn u ans
cornacoBaHuns ucnonb3yemblx kogekoB. RTSP MoxHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHns NoTokaMu OaHHbIX, NpegocTaBnseMbiMu cepBepoMm MmynbTumeana. Cepsepbl RTSP
0ob6blMHO wucnonb3ytoT RTP B KayecTBe cTaHAapTHOroO MpoOTOKONa And nepedadn ayguo- U

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namati Tuna SD) — dopmart kapTbl naLl-
namaTy, paspaboTaHHbI AN UCMOMb30BaHWA B OCHOBHOM B MOPTATMBHbLIX YCTpoucTBax. Ha
CErodHAWHMIA OeHb LUMPOKO MCMONb3yeTcsa B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
oToannapatax, MoOunbHbIX TenedgoHax, KIK, koMmmyHukaTopax wn cmapTdoHax, GPS-

HaBuUratTopax, Bnaeokamepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OneKTPOHHbLIN 3aTBOP — 3TO 3MEMEHT MaTpuubl, KOTOPbIA MO3BONSET
perynupoBaTb BpeMsl HaKOMMEeHUs 3NeKTpudeckoro 3apsiga. dTa geTanb OTBeYyaeT 3a
ANNTENBHOCTb BLIAEPXKKM M KONMMYECTBO CBETA, NOMaBLUEro Ha Matpuvuy nepen opMuMpoBaHMEM

n3obpaxxeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepepgayn nNoYTbl) —
npotokon SMTP wucnonb3dyetcss ANS OTCbIMKM W MOMAYYEeHUS SNEeKTPOHHOM noyTbl. OaHako
MOCKOJIbKY OH SIBMAAETCH «NPOCTbIM» MO CBOEN CTPYKTYpe, TO OH OrPaHNYeH B CBOEN BO3MOXHOCTU
MO BMECTMMOCTU COOBLLUEHUI Ha MOoryyarLemM KOHUE, U OH OBbIYHO UCMOMb3yeTcsl C OAHUM U3

ABYX Apyrmux npotokonos, POP3 nnn npoToKkonomM MHTEPAKTMBHOrO AOCTyNa K 3N1EKTPOHHOW noyTe
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(npoTtokon IMAP). 3TK NpoTOKOMbI MO3BOMSAT NONb30BATEN COXPaHATH COOOLLEHMS] B NOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckmn 3arpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuLieHHbIX
cokeToB / [IpOTOKOSN TPaHCMNOPTHOro YpPOBHSA) — 3TW ABa npoTokona (npotokon SSL aengaeTtca
npuemMHUKOM npoTokona TSL) aBndawTca  Kpuntorpaduyeckumy  NpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumHCTBE cnyyaeB npoTtokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMLEHHON Nepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOIO, Hanpumep, B NHTepHeTe 4N OCyLeCTBNeHns
(PUHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka noacetn — GutoBass mMacka, onpegenswpouias, kakas 4vactb IP-
agpeca ysna ceTu OTHOCUTCSA K agpecy CeTu, a Kakas — K agpecy camMoro y3na B 3TOW CeTw.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetun 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommytaTtop — KOMMyTatopoM 4BRSETCA CeTeBOe YCTPOMCTBO, KOTOpoe
coefVHsAeT CErMeHTbl CETU BMECTE N KOTOpoe BblbMpaeT MapLipyT ANd Nepecbisikn yCTPONCTBOM
OaHHbIX K ero onwkanwemy nonydvarento. OObIMHO KOMMyTaTop fABnseTcA 6oree npocTbiM n
6onee ObICTPbIM MEXaHU3MOM, YEeM CETEBOW MapLipyTusatop. HekoTopble KOMMYyTaTopbl UMET

dOYHKUUIO MapLipyTusaTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHua nepeaayen) — ogvH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbI Ofs YrpaBrieHus nepegaden
AaHHbIX B ceTax u nogceTsix TCP/IP. TCP - 3TO TpaHCMNOPTHLIN MEXaHu3M, NpedoCTaBMsoLWnN
NOTOK AaHHbIX C NpeaBapuUTEnbHOM YCTAaHOBKOW COeAMHEHMS, 3a CHET 3TOro JaloLmi YBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlyYaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu MonyYeHun ABYX KOMUKA OOHOro nakerta (Cm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbIA NEPUOA BPEMEHU UM YNCIIO UTEPALUA UM NEPEXOOOB,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb O CBOEro MCYE3HOBEHUS. 3Ha4yeHune
TTL moxXeT paccmaTpmBaTbCAa Kak BEPXHSAS rpaHuLa BpeMeHU CyLecTBoBaHus IP-gentarpammel B
cetu. None TTL ycTaHaBnuBaeTcsa oTnpaButTenemMm gentarpaMmmbl U YMEHbLUIAETCH KaXablM Y351IOM
(Hanpumep, MapLpyTU3aToOpoM) Ha NyTW ero CriedoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHWs B OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpabotkn. Ecnm none TTL
CT@HOBUTCS pPaBHbIM HYr0 4O TOro, Kak gerMTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
aentarpamma oTbpacbiBaetca u  otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLEeHEe BPEMEHHOTO UHTEepBana.
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UDP (User Datagram Protocol / lpoTokon paeutarpaMmm nonb3oBaTens) — 3TO

npoTokonn obmMeHa [faHHbIMA C  OrpaHMYEeHUsIMA Ha MNepechiiaeMble AaHHble Mo  CEeTw,
ncnoneaytowen npotokon |IP. lNpotokon UDP saensietcs anbTepHaTuBow npotokony TCP.
Mpenmywecteo npotokona UDP coctout B TOM, 4TO Ansl Hero HeobsAsaTenbHa AOCTaBKka BCEX
AaHHBIX N HEKOTOpbIe MakeTbl MOryT ObiTb NPOMYyLLEHbl, ECNN CETb NeperpyxeHa. AT0 0COGEHHO
yaobHO npu nepegaye BunageomaTepvanoB B peXMME peanibHOro BPEMEHW, NMOCKOMbKY HE MmeeT
CMbiCna MOBTOPHO NepefaBaTb YCTaApeBLUYH WHGOPMaLMIO, KOTopas Bce paBHO He Oyaer

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonormsa, no3sonsiowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HaNpuMMep, OXpaHHOMY 06opyaoBaHuIO,
pasBnekaTtenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUN03aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 eauHyt ceTb. [Mnatcdopma UPnP ctpouTca Ha
OCHOBE TaKuX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorna UPnP
nogaepXkmnBaeT ceTeBble MHMPACTPYKTYpbl NPaKTUYEeCKM NoOOoro Tuna - kak NpoBOAHble, Tak U
OecnpoBoaHbie. B 1x 4nMcno, B 4acTHOCTU, BXoaaT kabenbHbin Ethernet, 6ecnposogHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeneMOHHbLIX NMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetu MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHoOM NpoTOKON nepeaavv faHHbIX) —
MPOTOKOM, CO34aHHbIM cneumanbHO Ana  GSM-ceTein, rge HYXHO YyCTaHaBnuBaTb CBSA3b
nopTaTMBHbLIX YCTPOMCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBatens MOOGUIBHOIoO

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 3710 cepBep, npuHumMarowmin HTTP-3anpocbl OT KIMEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHmem, pannom, Meamna-noToKoM U ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBasi Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooteeTcTBylowee craHgapTty |IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYOLLEro ceptudmkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 GecnpoBogHas nokanbHasd ceTb, UCMOMb3yoLas B
Ka4yeCcTBe HOCUTENS paaMOBOIIHbLI: 6ecnpoBOgHOE MOAKIIOYEHME K CETU KOHEYHOrO NONb30BaTENS.

[na OCHOBHOW CEeTEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcHa kabenbHOe CoeAnHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHa3HayveHHbIN Ans nornyaBToMaTU4eCKoro

co3gaHusa 6ecnpoBogHON JoMallHen ceTu. [poTokon npmaBaH oka3aTb MOMOLLb MOb30BaTENSIM,

KoTopble He o06nagatT LMPOKMMK 3HaHUSMKM O BGesonacHocTn B GecnpoBOAHbIX CETSX, U Kak
cneacTBue, UMEIDT CIIOXHOCTU Mpu ocyliecTerneHnn HacTpoek. WPS aBTomaTuyeckn o6o3HavaeT
UMs CeTU U 3agaeT WwundpoBaHme, Ans 3alnTbl OT HECAHKLMOHMPOBAHHOIO AOCTyna B CETb, Npu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxatua BuAeo — 9TO MeToauKa YMeHblueHUs pasmepa danna umgpposon
BMaeo3annucu nocpeacTBOM yaaneHust rpauyeckmx 3feMEHTOB, He  BOCMPUHUMaeMblX

4yerioBe4eCkMM rmnas3om.

BapudokanbHbin OOGBHLEKTUB — OOBEKTMB, MNO3BOMSAIOLWNA WCMOMb30BaTh pPasfiMyHble
POKYCHblEe pacCTOsHUSE B MNPOTUBOMOSIOXKHOCTE OOBLEKTUBY C  (OUKCUPOBAHHBIM  (POKYCHbIM

paccToAaHnem, KOTOprVI ncnonb3yeT Nnlb O4HO PacCToAHKE.

Butasa napa — Bua kabens cBsA3W, npeactaBnsieT cobol OdHY WM HEcKonbko nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIAcCTUKOBOW O0GONOYKON.
CevBaHME NPOBOAHUKOB MPOWM3BOAUTCS C LIEMbl MOBBILEHMS CTEMeHW CBA3M Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa OAMHaKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAYLWEro yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX NMOMEX OT BHELUHMX WCTOYHWMKOB, a Takke

B3aVMHbIX HABOAOK Npw nepegade audgepeHumnanbHbIX CUrHanoB.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOpPOoro CBeT BO3D,€IZCTByeT Ha Yy4acCToOK
CBETOYYBCTBUTENIBHOIO MaTtepuana unmn CBeTOHyBCTBMTeﬂbHOVI MaTpuubl Ons coobLeHns emy

onpenenéHHon aKcnosmunn.

[eTekTop ABMXEHUA — 3TO annapaTtHbIN NMMB0 NporpaMMHbIN MOAYMNb, OCHOBHOW 3adaven

KOTOPOro ABndeTcs o6Hapy>|<eH|/1e nepemMeLlarLmnxca B none 3peHnAa Kamepbl OOBbEKTOB.

[eTekTop caboTaxa — 3TO MpOrpamMMHbIN MOAYfb, KOTOPbIA MO3BONSET OOHapyxuBaTb
Takme cuTyaumm, Kak: pactOoKyCUpOBKa, NepekpbiTMe Unu 3acsevmBaHue n3obpakeHus, OTBOPOT
Kamepbl, YacTudHas noteps curHana. lNpuHUMn OEeWCTBMA OCHOBaH Ha aHanu3e B pexume
peanbHOr0 BpeMEHM W3MEHEHMSI KOHTpacTa IoKanbHbIX obnacter KagpoB M3 BMAEOMOTOKA,
nosy4aemMoro ¢ tenekamepbl-getekropa. [letektop caboTaxa aBTomaTU4eckn BolbupaeT obnactu
KagpoB, N0 KOTOPbIM HEOOXOAMMO OLEeHMBaTb M3MEHEHME KOHTPACTHOCTU BO BPEMEHU W, ecnu
N3MEHEHME KOHTPACTHOCTM B 3TMX 0ONacTaX nNpeBbIlaeT HEKOTOPbIA OTHOCUMTEMbHbLIN MOpPOT,

NPUHNMAaET peLlleHne O noTepe «nosie3Horo» suaeocurHana.

Owvacdparma (ot rpey. didphragma — neperopopgka) — 370 oTBepcTue B 0ObekTuBe
Kamepbl, KOTOpoe perynupyeT KOnvyecTBO CBeTa, nonajawlwero Ha martpudy. WN3meHeHue
pasmvepa AuadparMbl NO3BOMSET KOHTPONMPOBaTb UENbl psaa nokasaTtenen, BaKHbIX ONs

nony4yeHmna ka4eCctBeHHOro M306pa>|<eH ns.
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JdoMeHHoe umMsa — 3TOo onpeaeneHHas 6yKBeHHaF| nocreaoBaTenibHOCTb, 0b603Ha4varoLLas

UMsi carTa WM ucnonb3yemasi B MMeHax 3MEKTPOHHbIX MOYTOBbIX SLWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaunn UHTEPHET-Y3r0B M PachoSioKEeHHbIX Ha HUX CETEBbIX PECypCcoB

(Beb-canToB, CEpBEPOB 3MNEKTPOHHOM MOYThI, APYrMX cryx6) B yaobHoM ans yenoseka opme.

UK-noaceeTtka (MK-npoxekTop) — ycTponcTeBo, obecneuvBalroliee MOACBETKY OObekTa

HaGJ'II'O,EI,eHI/IFl C unsny4yeHnem B I/IH(bpaKpaCHOM Anana3oHe.

Kamepa «geHb/HOYb» — 3TO BUugeokamepa, npegHasHadeHHasa ans paboTbl KpyrfioCyTO4HO
B Pa3HbIX YCIOBUSIX OCBELLEHHOCTU. B ycrnoBusix apkon ocBeLLEHHOCTU n3obpaxkeHne LBeTHoe. B
TeMHOe BpeMsi CyTOK, KOrga SIpKMin CBeT nponagaeT, M HauMHalTCA CyMepku, usobpaxeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ynbTaTte 4ero noBbillaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3n Kodek aTo obbl4HO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoOBaHHbIX LENaxX WM MuKpocxemax Aans npeobpasoBaHusi aHanoroBblX BMAEO- U
aygvocurHanoB B LmdpoBor cdopmat anga nocrnegyowen nepegaydn. Kogek takke npeobpasyet
npuHMMaemMble UNMPOBbIE CUrHaNbl B aHanoroBblt ¢opmat. B kogeke ogHa MUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B ungpoBon U LMPOBOro curHana B
aHanoroBbIn. TepMmunH «Kogek» Takke MOXeT OTHOCUTBCH K KOMMNPeccun/gekoMnpeccumn, n B 3Tom
crny4vae oH 06bl4HO O3HAYaEeT anropmuTM UM KOMMBLIOTEPHYHO NPOrpaMmy Ansi yMeHblueHns obbema

dannos n nporpamm.

Hopmaano 3aMKHYTbl€ KOHTAKTbl — TakKad KOHCTPYKUUA OaTyHUKa, KOTOpad B NnaCCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

Hopmaano Pa3OMKHYTble KOHTAaKTbl — TaKasd KOHCTPYKUMA [OaTyuKa, KOTopasda B

NacCMBHOM COCTOAHUN MMEET Pa3OMKHYTbI€ KOHTaKTbl, a B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTUB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHOweHne curHan/lym — YUCNEHHO onpefenseT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Msmepsetca B geumbenax (ob). Yem Gonblie 3HadeHMe OTHOLUEHUSA curHan/wym ans

BuaeocurHana, TeM MeHbLUE MOMEX N UCKAXKXEHUI nMmeeT M306pa>|<eHme.

Mukcenb — 3T0 0QHAa M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundposoe nsobpaxeHue. Liset

N MHTEHCUBHOCTb KaXXO0ro NUKCENs COCTaBMAET KPOoLIeYHY 06nacTb N300paXKeHus.

Mpokcu-cepsep (Proxy - npeactraButenb, YMNONMIHOMOYEHHbIA) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MNO3BONSAOLWAA KIMEHTaM BbINOMHATL KOCBEHHbIE 3anpocbl K Apyrvm
ceTeBbIM crniyxx6am. CHavana KnueHT MOAKMNoYaeTCs K MPOKCU-CepBeEpY M 3anpaluvmBaeT Kakou-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTeM NpoKcu-cepeep NMBo nogknovaeTcs K

yKasaHHOMy cepBepy W MoslyyaeT pecypc y Hero, nubo Bo3BpalaeT pecypc M3 COBCTBEHHOro
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kawa. [MNpokcu-cepBep NO3BONSET 3alUMLLATD KIIMEHTCKUIA KOMMbIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M noMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensiolwMin rnoBedeHWe YHKUMOHamNbHbIX 6GroKoB Mnpu
nepegade pgaHHbiXx. PopmanmsoBaHHble MNpaBuna, oOnpeaensiolwme MocneaoBaTenbHOCTbL U
dopmaT cooOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHThI, Nnexalluue Ha OAHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspewleHne n3obpaxeHNA — 3TO KOMMYECTBO MUKCENen (ToYek) Ha eanHuuy nrowagm
n3obpaxeHus. lamepserca B Meranukcensix nnn otobpaxkaetcs B Buae ABYX BEMNYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLIMPpUHaA TakKe B JaHHOM Crlydae U3aMepdrTCA B NUKCENAxX.

Py4dHasa auadparma — npoTMBOMNOMOXKHOCTbL aBTOMaTU4eCckon guadparmbl, T.e. HACTPOMKa
anadparMbl Kamepbl O0SDKHA BbINOMNHATBCS BPYYHYH ANA PerynMpoBKM KONMYecTBa CBETa,

Aocturarowiero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6beKTUBa — 3TO XapaKTepuCTUKa, NokasbiBatoLLas, Kakoe KONM4ecTBO cBeTa
cnocobeH nponyckaTtb AaHHbI 00bekTMB. Yem OGornblle MakCUMarnbHbI OAnaMeTp OTKPbITOW
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHble F-yncno), Tem Gornbluee KONMyecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJSIOCKOCTb, U TEM BhiLIE CBETOCUITA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N ceTeBOM Kabenb WNM KaHamn CBSA3NM MOXeT

ncnosmnb3oBaTbCA ANA nepeagayvn I/IHdI)OpMaLI,I/IVI TOJIbKO B OAHOM HanpaBJlieHUN.

YnuyHaa Bupaeokamepa — 3TO Kamepa BMAEOHabnoaeHNs, KOTOpas obnagaet Bcemu

HeobX0AMMbIMM XapaKTePUCTUKAMU 3aLUTbI OT BIIUSIHUS BHELLHEN cpeabl Ans paboThl Ha ynuue.

LiBeTHass Buaeokamepa — 3TO Kamepa, koTopasa [aeT uBeTHoe usobpaxeHue. [o
onpegeneHnto MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MNOnyyYeHUs LBETHOro n3obpaxeHus
BO3Me KaXKAOW A4erkn matpuubl opMUpyoTcsa LBETHble dunbTpbl. MNepBbin unbTp NpUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3€MEHYI0, a TPETUN CUHIOW. Taknm obpasom, Tpu SUEnku
CTaHOBATCH OAHOWM Touvkon B LBeToBOM dhopmate RGB. CrnegoBatenbHO, BMECTO Tpex nuKcenemn

Ha pe3ynbTupyrowem |/|306pa>|<eH|/|V| Mbl nony4yaem TOJIbKO OAUH.

AnekTtpomexaHnuecknn WK-cdomnbTp — npeacraBnser cobol YCTPOMCTBO, KOTOpPOE
cnocobHO B OQHOM pexvMme MnofaBnAaTb MHpPaKpacHbIi AnanasoH Npyu NOMOLLM MHAPAKPACHOrO
NK-dunbTpa, a B apyrom pexume VK-counbTp ybrpaeTcs anekTpoMexaHuyecku, Takum obpasom,

aenaa AoCTYNHbIM BECb CMEKTP CBETOU3NMYyYEeHUA.
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